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i. This military standard is approved for use by all Departments and
Agencies of the Department of Defense.

2. Beneficial comments (recommendations, additions, deletions) and any

pertinent data which may be of use in improving this document should be

addraccad ta. un Ad» Force M:rar1a1 Command ICL‘G\ 4170 Uabhla Cresk R4
RUUILTeSoSK Ve iy raa [R=2=1- 3 NCLUMNAT viTen fd.

Suite 1, Wright-Patterson AFB, OH 45433-5644, by using the self-addressed
Standardization Document Improvement Proposal (DD Form 1426) appearing at the
end of this document or by letter.

3. The principle objective of a system safety program within the
Department of Defense (DOD) is to make sure safety, consistent with mission
requirement, is included in technology development and designed into systems,
subsystems, equipment, facilities, and their interfaces and operation.

4. DOD has approved this military standard for all DOD departments to use
in developing system safety prograns in accordance with DOD Instructions.
Selective ﬂppJ.J.CdL.lUll and the tailoring of this military standard must be
accomplished, as indicated herein to specify the extent of contractual and DOD

inhouse compliance.

5. The degree of safety achieved in a system depends directly on
management emphasis. Government agencies and contractors will apply

management emphasis to safety during the system acquisition process and
throughout the life cycle of each system, making sure mishap risk is
understood and risk reduction is always considered in the management review
process.

6. A formal safety program that stresses early hazard identification and
elimination or reduction of associated risk to a level acceptable to the
managing activity is the principal contribution of effective system safety.
The success of the system safety effort depends on definitive statements of
safety objectives and requirements.

i
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SYSTEM SAFETY PROGRAM REQUIREMENTS
1. SCOPE.

1.1 Scope. This standard applies to all DOD systems and facilities. It applies to every
activity of the system life cycle; e.g., research, technology development, design, test and
evaluation, production, construction, checkout/calibration, operation, maintenance and support,
modification and disposal. The requirements will also be applied to DOD in-house programs.

1.2 Purpose. This standard provides uniform requirements for developing and implementing
a system safety program of sufficient comprehensiveness to identify the hazards of a system and
to impose design requirements and management controls to prevent mishaps. The system safety
program addresses hazards from many sources to include system design, hazardous materials,
advancing technologies, and new techniques. The aim is to eliminate hazards or reduce the
associated risk to a level acceptable to the managing activity (MA). The term "managing
activity” usually refers to the Government procuring activity, but may include prime or associate
contractors or subcontractors who impose system safety tasks on their suppliers.

13 Application.

1.3.1 Applving the standard. The sections and tasks shall be selectively tailored and applied
as described below. In the event that a contractual document gply specifies compliance with
"MIL-STD-882C" and does not stipulate specific sections or tasks, the tailoring specified in
paragraph 5.3 shall apply. The term "section™ herein means the top paragraph and all its
subparagraphs/tasks.

1.3.2 Applying tasks. Tasks described in this standard shall be selectively applied in DOD
contract-definitized procurements, requests for proposal (RFP), statements of work (SOW), and
Government in-house developments requiring system safety programs for the development, test,
production, and deployment of systems, facilities, and equipment. The word "contractor” herein
also includes Government activities developing military systems, equipment, and facilities.

1.3.2.1 Application guidance. Application guidance and rationale for selecting tasks to fit the
needs of a particular system safety program are included in the appendices. These appendices
are generally not contractually binding; however, the MA may choose to impose portions of
Appendix B or C as part of Task 101.

1.3.2.2 Method of referance. When specifying the tasks of this standard as contractual
requirements, both this standard and each specific task number are to be cited. Applicable
"Details To Be Specified” will be included in the SOW.



2. APPLICABLE DOCUMENTS.

This standard contains no reference documents. Applicable documents required to supplement
this military standard must be specified in system specifications and other contractual
documents.
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3.1 Acronyms used in this standard. The acronyms used in this standard are defined as
follows:

a. AE - Architect and Engineering Firm

b. CDRL - Contract Data Requirements List

¢. CFR - Code of Federal Regulations

d CSp - Certified Safety Professional

e. DEHCP - DOD Explosive Hazard Classification Procedures

f. DID - Data Item Description

g. DLA - Defense Logistics Agency

h. DOD - Department of Defense

i. DeDI - DOD Instruction

j»  DbOT - Department of Transportation

k. ECP - Engineering Change Proposal

.  ECPSSR- Engineering Change Proposal System Safety Report
m. EOD - Explosive Ordnance Disposal
n. EPA - Environmental Protection Agency

o. ESMCR - Eastern Space and Missile Center Regulation

Fal »i nl 2 I _ 4
P o V] - vernmenr.-rurmsneu nqupment
g GFP - Government-Furnished Property
r. GIDEP - Government-Industry Data Exchange Program

s. HHA - Health Hazard Assessment

t. HHAR - Health Hazard Assessment Report
u. HRI - Hazard Risk Index
v. IRS - Interface Requirements Specifications

w. ISSPP - Integrated System Safety Program Plan
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au.

av.

aw.
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Managing Activity

Military Standard

ars % e 1 A A T™ a

Mishap Risk Assessment Report

Misgsile System Ground Safety Approval Package

Missile System Prelaunch Safety Package
Nondevelopmental Item

Operating & Support Hazard Analysis

Professional Engineer

Preliminary Hazard Analysis

Request for Proposal
Safety Assessment Report

[ S, T U, PRI - S . S ~ .
oaiery uriuical Lompuler ogitware Lomponents

Storage Compatibility Group
System Design Review

System Hazard Analysis

Software Problem Report
Safety Requirements/Criteria Analysis

System Requirements Review
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ax. SRS - Software Requirements Specifications
ay. SSG - System Safety Group
az. SSHA - Subsystem Hazard Analysis

ba. SSPP . System Safety Program Plan

bb. SSPPR - System Safety Program Progress Report
bec. SSR - Software Specification Review

bd. SSS - System/Segment Specification

be. SSWG - System Safety Working Group

bf. TBD - To Be Determined

bg. TLV - Threshold Limit Value

bh. WDSSR - Waiver or Deviation System Safety Report
bi. WSMCR - Western Space and Missile Center Regulation
3.2 Definitions. The following definitions apply:

3.2.1 Condition. An existing or potential state such as exposure to harm, toxicity, energy
source, activity, etc.

3.22 Contractor. A private sector enterprise or the organizational element of DOD or any

other Government agency engaged to provide services or products within agreed limits specified
by the MA.

3.2.3 Failsafe. A design feature that ensures that the system remains safe or in the event of a
failure will cause the system to revert to a state which will not cause a mishap.

3.24 Hazard. A condition that is prerequisite to a mishap.

3.2.5 Hazard probability. The aggregate probability of occurrence of the individual events that
create a specific hazard.

3.2.6 Hazard severity. An assessment of the consequences of the worst credible mishap that
could be caused by a specific hazard.

3.2.7 Hazardous Material. Anything that due to its chemical, physical, or biological nature
causes safety, public health, or environmental concerns that result in an elevated level of effort
to manage.

3.2.8 Manpaging activity. The organizational element of DOD assigned acquisition
management responsibility for the system, or prime or associate contractors or subcontractors
who impose system safety tasks on their suppliers.



3.29 Mishap. An unplanned event or series of events resulting in death, injury, occupational
illness, or damage to or loss of equipment or property, or damage to the environment. Accident.

a0 en Ay [y H PR N

3.2.10 Nondevelopmental item.
= J, PPNV G JP gy PR I S SURDI.. S W DI NRYS IDDPNTURI DS UL, Sy PRy
a. Any1 11 OI BUpply uWlal 18 avaliapie 11 uie Cuinmercial maraewpiuace,
h Amyu nrawvnnnale davalanad itam af eniminly that 3a in 116a ho o danartmant ar agansy f
M. LAy PITCVIUUDEL UTYOIVPTU 1Vl UL DUpP P LWIAL 1D 111 UDT VY G UcTpal Luciiv vi Ull‘ry uL
the United States, a State or local government, or a foreign government with which the

United States has a mutual defense cooperation agreement;
c. Any item of supply described in definition a. or b. , above, that requires only minor
modification in order to meet the requirements of the procuring agency; or

d. Any item of supply that is currently being produced that does not meet the
requirements of definition a., b., or c., above, solely because of the item is not yet in use
or 1s not yet availabie in the commercial marketpiace.

2911 DPiak A;m aemmancninn aftha nnacihilitwfimmant afla miahaen 3 bawnns afhacawd cacvamibsr omd
VL. dld  ARWBD SMI TAPICDIDIVLAL Ul WIT PpUDDIVILILVY/ILLPAaLL UL a P i THID Ul 11asalu deyvrliLy aliu
harard nrahahilitv
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3.2.12 Risk assessment. A comprehensive evaluation of the risk and its associated impact.

3.2.13 Safety. Freedom from those conditions that can cause death, injury, occupational illness,
or damage to or loss of equipment or property, or damage to the environment.

N O v4 [« Y JEY ___*a*_ 1 A oa_ - o T3 oa_ o Xa’_ __ P S T S L SRR o N I
3.2.14 Safety critical. A term appiied to a condition, event, operation, process or item of whose
neanar ranncnitinn anntenl nasfarmansa ar tnlawnancs ic aceantial $n cafa avetam Anasatinn Ar 11anc
Pl Upcl lo\—uslublull’ CUiiLvi vl Pcllul HIAQLILT Ul WITI QIIVTE ID TOOTI1IVIA W OQal1T DY O Upcl QAvivii Ui ux,
a o safatv eritical function aafatv eritical nath gafetv eritical comnonen

e.g., salety critical unction, satety critical path, satety criticat component.

3.2.15 Safety critical computer software components. Those computer software components and

units whose errors can result in a potential hazard, or loss of predictability or control of a

3.2.16 Subsystem. An element of a system that, in itself may constitute a system.

specxﬁc purpose su rt or mission reqmremenL

3.2.18 Qystem safety. The application of engineering and management principles, criteria, and
techniques to optimize all aspects of safety within the constraints of operational effectiveness,
time, and cost throughout all phases of the system life cycle.

E

3.2.20 Svstem safety engineering. An engineering discipline requiring specialized professional
knowledge and skills in applying scientific and engineering pnnclp]es, criteria, and techniques to
identify and eliminate hazards, in order to reduce the associated risk.

3.2.21 System safety group/working group. A formally chartered group of persons, representing

organizations initiated during the system acqulsxtlon program orgamzed to assist the MA
system program manager in achieving the system safety objectives. Regulations of the military
components define requirements, respo 'isibilities, and memberships
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3.2.22 System safety management. A management discipline that defines system safety
program requirements and ensures the planning, implementation and accomplishment of system
safety tasks and activities consistent with the overall program requirements.

3.2.23 System safety manager. A person responsible to program management for setting up
and managing the system safety program.

3.2.24 System safety program. The combined tasks and activities of system safety management
and system safety engineering implemented by acquisition project managers.

3.2.25 System safety proeram plan. A description of the planned tasks and activities to be used
by the contractor to implement the required system safety program. This description includes
organizational responsibilities, resources, methods of accomplishment, milestones, depth of
effort, and integration with other program engineering and management activities and related
systems.



4. GENERAL REQUIREMENTS.

41 System safetv program. The contractor shall establish and maintain a system safety
program to support efficient and effective achievement of overall system safety objectives.

41.1 Management system. The contractor shall establish a safety management system to
implement provisions of this standard commensurats with the program contractual
requirements, The contractor program mansager ghall be regponsible for the establishment,
control, inco ion, direction and implementation of the system safety program policies and

shall assure that. mxshap risk is identified and eliminated or controlled within established
program risk acceptability parameters. The contractor shall establish internal reporting systems
and procedures for investigation and disposition of system related mishaps and safety incidents,
including potentially hazardous conditions not yet involved in a mishap/incident. Report such
matters to the MA as required by the contract.

410 . a an b ne sl all actahlioh and mmatntain o bao avatans
4.1.0 QDEY BYSICIN SRIELY DEIRONNE). 1108 CONLraclor sinai 8S1aiisn aiid Mainuaii & K&y sysusin
safety position for each program. The individual in this pesition shall be directly responsible te

the contractor program manager for safety matters and shall meet the minimum qualifications

=4

4.1.3 Compliance. Compliance with all contractually imposed requirements of this standard is
mandatory. When a requested system safety program plan is approved by the MA, it provides a
basis of understanding between the contractor and the MA as to how the system safety program

will be accomplished. Any deviation must be requested by the contractor and approved by the

AL A
AVALA.

4.14 Conflicting reauirements. When conflicting requirements or deficiencies are identified
within system safety program requirements or with other program requirements, the contractor
shall submit notification, with proposed solutions or alternatives and supporting rationale, to the
MA for resolution.

4.2 System safety program obiectives. The system safety program shall define a systematic
approach {0 make sure that:

a. Safety, consistent witl

SVAASASWT

cost-effective manner.

‘:r
i3
b
%
3
[~}
3
"
[ ]
]
=
"
(3
B
(4]
=)
-
ol o
wm
[ ¥
(%]
m
Pl
3
(5]
[ ¥
Yt
=1
=1
>
23
(]
Y]
L
7]
[read

b. Hazards associated with each system are identified, tracked, evaluated, and
eliminated, or the associated risk reduced to a level acceptable to the MA throughout the
entire life cycle of a system. Risk shall be described in risk assessment terms (see
paragraph 4.5 beiow).

d. Minimum risk is sought in accepting and using new technology, materials or designs;
and new production, test and operational techniques.

e. Actions taken to eliminate hazards or reduce risk to a level acceptable to the MA are
documented.

f. Retro

Sr

t actions required to improve safety are minimized through the timely

oc
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g. Changes in design, configuration, or mission requirements are accomplished in a
manner that maintains a risk level acceptable to the MA.

h. Consideration is given early in the life cycle to safety and ease of disposal (including
explosive ordnance disposal), and demilitarization of any hazardous materials associated
with the system. Actions should be taken to minimize the use of hazardous materials

2 e

ana, meretore, minimize the rigks and life cycle costs associated with their use.
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data banks or as proposed changes to applicable degign handbooks and specifications.
| g 4 - ~ r o t 4

4.3  System safety desiem requirements. System safety design requirements will be specified
after review of pertinent standards, specifications, regulations, design handbooks, safety design
checklists, and other sources of design guidance for applicability to the design of the system. The
contractor shall establish safety des:gn cntena denved from all apphcable data mcludmg t.he

a. Eliminate identified hazards or reduce associated risk through design, including
material selection or substitution. When potentially hazardous materials must be used,
select those with least risk throughout the life cycle of the system.

b. Isolate hazardous substances, component.s and operations from other activities,

areas, perso

ﬁﬁé} anu mcompaume mawruus.

¢. Locate equipment so that accesg during operations, servicing, maintenance, repair
c. L 1ent 8o that access 1 aintenanc par,

WAL i VWA RLALVILD, DU Valiiiny =2

or adjustment minimizes personnel exposure to hazards (e.g., hazardous chemmels high
vo]tage_, electromagnetic radiation, cutting edges, or sharp pomts).

d. Minimize risk resulting from excessive environmental conditions (e.g., temperature,
pressure, noise, toxicity, acceleration and vibration).

a oL o __ = al._ .
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f. Consider alternate approaches to minimize risk from hazards that cannot be
eliminated. Such approaches include interlocks, redundancy, fail safe design, system
protection, fire suppression, and protective clothing, equipment, devices, and procedures.

g. Protect the power sources, controls and critical components of redundant subsystems
by physical separation or shielding.

r PR, Y PR, IRy S S Sy - Py RN SR . SR
h. When alternate design approaches cannot eliminate the hazard, provide safety and
warning devices and warning and caution notes in assembly, operations, maintenance,
and repair instructions, and distinective ...a..ki. gs on hazardous components and
materials, equipment, and facilities to ensure personnel and equipment protection

These shall be standardlzed in accordance th.h commonly accepted industry or mlhtary
practice or with MA requirements for conditions in which prior standards do not exist.

9
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The MA shall be provided copies of all warnings, cautions and distinctive markings
proposed for review and comment.

i. Minimize the severity of personnel injury or damage to equipment in the event of a
mishap.

nitiation of
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k. Review design criteria for inadequate or overly restrictive requirements regarding
safety. Recommend new design criteria supported by study, analyses, or test data.
44 Svstem safety precedence. The order of precedence for satisfying system safety
requirements and resolving identified hazards shall be as follows:

441 Desgien for minimum rigk. From the first, design to elim

Seipae W a2

te hazards. If an identified

na
hazard cannot be eliminated, reduce the assoaated risk to an acceptable level, as defined by the
MA, through design selection.

442 Incorporate safety devicas. Ifidentified hazards cannot be eliminated or their associated
risk adequateiy reduced t'brongh design selection, that risk shalil be reduced to a ievel acceptabie

to t.ne MA mrougn tne use OI nxea, auwmauc or GT-BG!' prowcuve i&xecy chlg!l Iear,ures ar
devices. Provisions shall be made for periodic functional checks of safety devices when

nnn]nenh]p
pplicabie.

443 Provide warning devices. When neither design nor safety devices can effectively
eliminate identified hazards or adequately reduce associated risk, devices shall be used to detect
the condition and to produce an adequate warning signal to alert personnel of the hazard.
Warning signals and their application shall be designed to minimize the probability of incorrect
personnel reaction to the signals and shall be standardized within like types of systems.

4.44 Develop procedures and training. Where it is impractical to eliminate hazards through
design selection or adequately reduce the associated risk with safety and warning devices,
procedures and training shall be used. However, without a specific waiver from the MA, no
warning, caution, or other form of written advisory shall be used as the only risk reduction
method for Category I or II hazards (as defined in paragraph 4.5.1 below). Procedures may
include the use of personal protect:ive equipment. Preeautionary notations shall be standardized
as specified Dy the MA. Tasks and activities judged to be safety critical by the MA may require

ek on ..-_.......- e S
Ceruil L1V Ul poIrsuilies pruucwu\._y

4.5 Risk assessment. Decisions regarding resolution of identified hazards shall be based on
assessment of the risk involved. To aid the achievement of the objectives of system safety,
hazards shall be characterized as to hazard severity categories and hazard probability levels,
when possible. Since the priority for system safety is eliminating hazards by design, a risk
assessment procedure considering only hazard severity will generally suffice during the early
de=:ign phase to minimize risk. When hazards are not eliminated during the early design phase

a risk assessment procedure based upon the hazard probability, hazard severity, as well as risk
impact, shall be used to establish priorities for corrective action and resolution of identified
"\n Q"A

10
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45.1 Hazmmx Hazard severity categories are defined to provide a qualitative measure
of the worst credible mishap resulting from personnel error; environmental condmons, design

nadiswal AaBatanaians aw avabarm cchaurmtame aw Aamna nt £
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TABLE 1. HAZARD SEVERITY CATEGORIES

Description Category Definition

CATASTROPHIC I Death, system loss, or severe environmental damage. |
CRITICAL I Severe injury, severe occupational illness, major
m

system or environmental damage.

Minor injury, minor occupational illness, or minor
system or environmental damape.

NEGLIGIBLE \Y Less than minor injury, occupational iliness, or less
than minor system or environmental damage.

on to s

a e adaptation must define what constltutes vstem loss major or minor
system or envxronmental damage, and severe and minor injury and occupational illness. Other
risk assessment techniques may be used provided they are approved by the MA.
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4.5.2 Hazard probability. The probability that a hazard will be created during the planned life
expectancy of the system can be described in potential occurrences per. unit of time, events,
populauon nems, or acuvny Assigning a quanm.auve hazard probability to a potential design

orp a 1eTaily n 7 in the ucaxgu process. a quuumbi've 18Z
probability may be derived from research, analysis, and evaluation of historical safety data from
similar systems, Supporting rationale for agsigning a hazard probability shall be documented in
hazard analysis reports. An example of a qualitative hazard probability ranking is shown at
Table 4.2
TABLE 2. HAZARD PROBABILITY LEVELS

Description* Level Specific Individual Item Fleet or Inventory**
FREQUENT A Likely to occur frequently Continuously experienced
PROBABLE B Will occur several times in the Will occur frequently

life of an item
OCCASIONAL C Likely to occur some time in Will occur several times

the life of an item
REMOTE D Unlikely but possible to occur Unlikely but can reasonably be

in the life of an item expected to occur
IMPROBABLE E So unlikely, it can be assumed Unlikely to occur, but possxble

occurrence may not be

experienced

*Definitions of descriptive words may have to be modified based on quantity involved.
**The size of the fleet or inventory should be defined.

11
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4.5.3 BRisk impact The risk impact shall be assessed, as necessary, to discriminate between
hazards having the same hazard risk index. This impact consists of the effect and cost of an
identified rigk in terms of mission capabilities, and social, economic and political factors.
(Exampie- Reiease of smail amount of radioactive material may not cause direct physical damage
or equipment damage, but can cause extreme damage socially and politically to a program.)

46 Action on identified hazarde, Action shall he taken to eliminate idantified hazards or

ACUION 8nall pe taxen Lo ehmnate 1aentin A L VA

reduce the associated risk to a level defined by or acceptable to the MA. Catastrophie, critical
and other hazards specified by the MA shall not rely solely on warnings, cautions or
procedures/training for control of risk. If this is impossible or impractical, alternatives shall be
recommended to the MA.

4.6.1 Residual risk. The risk associaied with significant hazards for which there are no known
control measures, no plans to control or incomplete control measures will be considered residual

risk. The contractor will document each residual risk along with the reason(s) for incomplete
resolution and notify the MA

12
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5. DETAILED REQUIREMENTS.
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tail quirements are presented as tasks. The tasks are located in
fnur task sections: Section 100, Program Management and Control, Section 200, Design and
Integration; Section 300, Design E\raluanon and Section 400, Compliance and Verification. The
groupings and order are intended to assist in application of the various tasks, but it is not
intended that the tasks or subtasks be accomplished in the sequence presented. The sequence of
task and subtask accomplishment should be tailored to the individual program to which they are
being applied.

52  Task Structure. Each individual task is divided into three parts: purpose, task
description, and details to be specified.

a. The purpose provides a brief reason for performing the task.

b. The task description provides the actual subtasks that comprise the task a contractor
shall perform if specified by the MA. Task descriptions shall be tailored by the MA as
required by governing regulations and as appropriate to particular systems or
equipment, program type, magnitude, and funding. In tailoring the tasks, the detail and

depth of the effort is defined by the MA and incorporated in the appropriate contractual
documents. When preparing proposals, the contractor may include additional tasks or

task modifications with supporting rationale for each addition or modification.

¢. The "Details to be Specified" paragraph under each task description lists specific
details, additions, modifications, deletions, or options to the requirements of the task
that should be considered by the MA when tailoring the task description to fit program
needs This information is then included in the document in which the task is invoked.

e list vrovided with each task is not necessari rilv comblate and mav be sunplemented

l.l e uSL pr OViGed wiln 84T LaSK 15 Nou nedessar i1y CULLPICIC QGilU iy VT SUpPPITUITIIW W
by the MA. "Details to be Specified” anr ot.ated ,y an "(R)" are required and must be
provided to the contractor by the MA for proper implementation of the task, if the task is
to be contractually 1mplemented.

5 3 Tai‘lgn‘ng mz pa:agmnn Wmn" ision.

b | . -

b. Task 102. The SSPP shall be contractually binding when approved by the MA.

c¢. Task 103. The MA shall be integrator if integration among contractors is necessary
d. Task 105. The contractor shall be a technical advisor to the SSG. The contract shall
support one SSG, a test review meeting and two other safety meetings per contract year.
This support shall include briefing assigned topics at these meetings and answering
questions related to the svstem safety effort.

e. Task 106. The contractor shall maintain a hazard log of all hazards initially ranked
as a Category I, IT or III (Catastrophie, Critical or Marginal) severity.

f. Task 107. The contractor shall prepare quarterly progress reports.

13



system
h. Task 201, The SAR shall be uged to manage safety in test planning and conduct.
i. Task 302. The contractor shall comply with all local range safety requirements. The

contractor shall complete requirements of this task 120 days prior to planned test start.

j. 'Task 303. The contractor shall notify the MA safety representative by phone within
one working day of identifying a change in the hazard severity or probability by one
ievei.

k. ’l‘na]' Aﬂ“. Qafotv amtrnal 3

Safety critical itsms shall inchude command and control elements of 2

CRARME WA AW

t; fuzes, firing circuits, and safe and arm devices for

ordmmce and any hardware, software or procedures that controls risk for Category I or
a (Catastmphlc or Critical) severity hazards.

systam, nn}\:vntgm Oor comnonen

== 2 SRm TS




6.0 NOTES.
(This section contains information of a general or explanatory
nature which may be helpful, but is not mandatory.)

6.1 Intended use. This standard is a source of requirements fo
program.

=t
s’
;
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6.2 Data reguirements. See Appendix D.

6.3 Tailoring guidance for contractual application. See Appendix A.

6.4 Identification of changes. Margin notations are not used in this revision to identify
Y .S TR, Ry,

changes with respect to the previous issue due to the extensiveness of the changes.
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TASK SECTION 100

PROGRAM MANAGEMENT AND CONTROL
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TASK 101

SYSTEM SAFETY PROGRAM

101.1 PURPOQOSE. The purpose of Task 101 is to establish the foundation for a system safety

program. The total sys‘t.em safe't.y program consisis of this task plus any other tasks from
...... onn onn e mmmemmmn damioemenbad e £l WLA

Decuonb LW, LUV, OUV, ‘!UU oT uwer source uumguuwu VY MIC .

1012 TASK DESCRIPTION

101.2.1 Establish and execute a system safety program which meets the tailored requirements
of Section 4, GENERAL REQUIREMENTS, and all other tasks/requirements designated by the

E

101.2.3 Establish a system safety organization or function and lines of communication within
the program organization and with associated organizations (government and contracted).
Establish interfaces between system safety and other functional elements of the program, as well
as between other safety disciplines such as nuclear, range, explosive, chemical, biological, etc.
Designate the organizationai unit responsi'b'le for executing each safety task. Establish the
aunnonny XOI‘ resoxumon OT luenuneu nazai"us

10124 Define system safety program milestones and relate these to major program m milestones,
program element resnon31b1htv and required inputs and outputs.

101.2.5 Establish an incident alerting/notification, investigation and reporting process, to
include notification of the MA.

101.3 DETAILS TO BE SPECIFIED.
1n1 asla annnfs I 3 \ .
181.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Task 101.

(R)

=3

Tailoring of Section 4 to meet specific program requirements.
(R) c¢. Acceptable level of risk with reporting thresholds.

{R) d. Minimum hazard probability and severity reporting threshoids.

f  Requirement for and methodology of reporting to the MA the following:

(1) Residual hazards/risks.
(2) Safety critical characteristics and features.

i01-i



{3) Operaiing, mainienance and overhaul safety requirements.

(5) Acquisition management of hazardous materials.
g. Qualifications for key system safety personnel.

h. Other specific system safety program requirements.
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TASK 102

SYSTEM SAFETY PROGRAM PLAN

102.1 PURPOSE. The purpose of Task 102 1s to deve'lop a System Safety Program Pian
{SSPP). It shall describe in deiail tasks and aciivities of system safety management and system

- PR PO, EPUIEL. DI LY - B, Ty A alicminntalonnmbenl hamwandas Aw wadisan ¢h
SaleLly engine B reguireu to asuauuy, SVAIUEALS, &11G SUIMIN&aW CONW0I GAZATAB, OT ToQUTs Wi
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plan provides a formal hasis of understanding between the contract or and MA on how the gystem

safety program will be executed to meet contractual requirements, including general and specific
provisions.

102.2 TASKDESCRIPTION. The contractor shall develop a SSPP to provide a basis of
understanding between the contractor and the MA as to how the system satety program will be
accomplxsned to meet contractual saxety reqmremem,s inciuded in the general and speciai

— i Le. 2t oe Ll e L. .1
provisions of the concmcn. The approved plan shall, on an item-by-itemn basis, account for ail
- a 4+

102.2.1 Program scope and obijectives. Each SSPP shall describe, as a minimum, the four
elements of an effective system safety program: a planned approach for task accomplishment,
qualified people to accomplish tasks, authority to implement tasks through all levels of
management, and appropriate commitment of resources (both manning and funding) to assure
tasks are completed. The SSPP shall define a program to satisfy the system safety requirements
imposed by the contract. This section shali:

a. Describe t}
b. List the tasks and activities of system safety management and engineering.
Describe the interrelationships between system safety and other functional elements of
the program. List the other program requirements and tasks applicable to system
safety identify where they are specified or described.

_ A 2 S | R § _ 1 — Y L aoa_ T 2 PUPIISRURN. 5.4 5.7 SN A a2
C. Accountior aii coniracuually requirea saiely tasKis ana respoinsiouuies. £ malrix
chall ha riwatndad +n nnvealata tha sarnsrarmante a€Ctha anntrant 44 tha lanatian sn thae
o11Ql VT P)U IUTU LU vUlLITIAauT uiIc lcquu CTlIIT1ILVLD VUi LVIIT LULIILI ALY VWU WWIT 1vvaviulrl 1Ll Wio
SSPP where the requirement is addressed.

102.2.2 System safety oreanization. The SSPP shall describe:

a. The system safety organization or function within the organization of the total
program using charts to show the organizational and functional relationships, and
Tines of communication. The organizationai reiationship between other functional
elements having responsnmmy for tasks with syswm safety impacts and the system

P J SHON Uy S (I S J I . R IR, L 1T L. _Lreeeen Doacedonn. o
bmety umuag,cuwuu auu cuglueenub Ulbdlllhdtlull Slldll UE > <
1

waval anthari¢u of nnn'\nnk‘n foclre "\\: cucta afat ‘-\
H I AULLIVIILY Vi applitavivc onS 14

OJOUDIII ocuc J al
b. The responsibility and authority of system safety personnel, other contractor

organizational elements involved in the system safety effort, subcontractors, and

system safety groups. Describe the methods by which safety personnel may raise
issues of concern directly to the program manager or the program manager's

supervisor within the corporation. Identify the organizational unit responsible for

11 1
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executing each task. Identify the authority in regard to resolution of all identified

include manpower loading, control of resources and a summary of the qualifications of
key system safety personnel assigned to the effort, including those who possess
coordination/approval authority for contractor prepared documentation.

c. The staffing of the system safety organization for the duration of the contract to

d. The procedures by which the contractor will integrate and coordinate the system
saxety enort,s mcluamg assxgnment. of me syst,e safety requirements to action

Ao L oo crrndara anfabe.
1 sun\,uul.nuwr dyswoinu

g
«

e. The process through which contractor management decisions will be made
including timely notification of unacceptable risks, necessary action, incidents or
malfunctions, waivers to safety requirements, program deviations, etc.

f  Details of how resolution an d ction reiative to system safety will be effected at the
program management level possessing resol

tion authority.

Quetam cafatv nraoram milestanes. The SSPP ¢
=YL SioeY PYOCIAL] TLSe Rlive. T B
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all:

a. Define system safety program milestones. Relate these to major program
milestones, program element responsibility, and required inputs and outputs.

b. Provide a program schedule of safety tasks including start and completion dates,
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complied with by th ont;racbor. Include txtles, dates, and where apphcable, paragraph
numbers.

b. Describe the risk assessment procedures. The hazard severity categories hazard
probability levels, and the system safety precedence that shall be foliowed to satisfy the

PR S U . P o om LAl Oh_hn ommur s liboddo o o _ _ala_ 4l o el e
safety requirements of the program. State any qualitative or quantitative measures of
safety to be used for risk assessment including a description of the
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TASK 102

acceptable/unacceptable risk levels. Include system safety definitions which modify,
deviate from or are in addition to those in this standard.

c. Describe closed-loop procedure s for ng acnon to resolve identified unacceptable
L o2 0 _ 3 al o __ 2 - -

K INnciuaing un

o

58 1NV
102.2.5 Hazard analvgis. The S

a. The analysis techniques and formats to be used in qualitative or quantitative
analysis to identify hazards, their causes and effects, hazard elimination, or risk
reduction requirements and how those requirements are met.

b. The depth within the sysuem to which eacn wcnmque is used including hazard

23 _atL_ _ 4l ad otale 4l o nte enfturawa hasarndn
ploloyeimist uion ussucxuwu wu.u e syrswm, auunybwm, wmpuucuw, DUILVIWGIT, llaLal GoUS
materials, personnel, ground support equipment, nondevelopmental items, facilities,
and their interrelationship in the logistic support, training, maintenance, operational
and disposal (including render safe and emergency dxsposal) environments.

c. The integration of subcontractor hazard analyses with overall system hazard

analyses.

b WY a4 A __acl . Y __ _ cencds cacmantadad matarmala 11eo -y P
d. Efforts to identify and control hazards associated with materials used during the
system's life cycle.

102.2.6 System safetv data. The SSPP shall:

a. Describe the approach for collecting and processing pertinent historical hazard,
mishap, and safety lessons learned, data.

b. Identify deliverable data by title and number, and means of delivery (e.g. hard
anme alasmwanianlly ata )
LUP], cioluIviivally, ©w.j.

c. Identify non-deliverable system safety data and describe the procedures for
accessibility by the MA and retention of data of historical value.

102.2.7 Safety verification. The SSPP shall describe:

a. The verification (test, analysis, inspection, etc.) requirements for making sure that
safety is adequately demonstrated. Identify any certification requirements for

b. Procedures for making sure safety-related verification information is transmitted to
the MA for review and analysis.

c. Procedure for ensuring the safe conduct of ali tests.

a3 !
he contractor to make sure the object

LA IR C 282 via d

being accomplished.
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102.2.9 Training. The SSPP shall describe the safety training for engineering, technician,
operating and maintenance personnel.

102.2.10 Incident reporting. The contractor shall describe in the SSPP the mishap/inciden
alerting/notification, investigation and reporting process including notification of the MA.

102.2.11 System safety interfaces. The SSPP shall identify, in detail:

a. The interface between system safety and all other applicable safety disciplines such
as: nuciear safety, range safety, explosive and ordnance safety, chemical and biological
cnfintsr Jlacsw cafinder amd ame addaes

smcby, 1ascI saiclLy aiu aiiy Ouners.

b. The interface between system gafety, systems engineering, and all other support

SRSS BV RR SRy U Rveie Uilgt 12 =49

disciplines such as: mamtmnabxhtv. quality control, reliability, software develomnent

human factors engineering, medical support (healt.h hazard assessments), and any
others.

c. The interface between system safety and all system integration and test disciplines.

MEVNATT O MO DR CDEIOTRTETN

102.3.1 Details to be specified in the SOW shall include the following
R) a. Imposition of Tasks 101 and 102,

(R) b. Identification of contractual status of the SSPP; i.e., if the MA wants the SSPP to
be contractually binding, a statement to that effect must be placed in the statement of

P,

WOTK.
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TASK 103

INTEGRATION/MANAGEMENT OF ASSOCIATE CONTRACTORS, SUBCONTRACTORS,
AND ARCHITECT AND ENGINEERING FIRMS

1Nna9 1 DITDDNCE ML . ceccn o oL Mook e eemure -

103.1 PURPQSE. The purpose of Task 103 is to pr ovide the system integrating contractor
3 1]

and MA with appropriate management surveillance of other contractors’ system safety

programs, and the capability to establish and maintain uniform integrated system safety
program requirements. This task will also describe requirements for associate contractors,

subcontractors, and architect and engineering firms' (AE) system safety programs. This task can

also be used to require the flow down of system safety requirements to subcontractors, suppliers
and vendors.

1N2 9 1 Todamundime anobooada. T b md Aaaiorn o
iUd.2.1 ANIEETAUNE CONLIACIOL. 15i& CONUracior Gesigl ated as integrator for the safety function
of all associate contractors shall:

’

a. Prepare an integrated system safety program plan (ISSPP) as the SSPP required by
Task 102 defining the role of the integrator and the effort required from each associate

contractor to help integrate system safety requirements for the total system. In
addition to the other contractually imposed requirements, the plan shall address and
identify:

(2) Analyses, risk assessment, and verification data to be developed by each
associate contractor with format and method to be utilized.

(3) Data each associate contractor is required to submit to the integrator and its
scheduled delivery keyed to program miiestones.

(4) Sc
(5) The method of development of system level (including software) requirements
to be allocated to each of the associate contractors as a part of the system

specification, end-item specifications, and other interface requirement
documentation.

(6) Safety-related data pertaining to nondevelopmental items (NDI).

Yy Y e arasennnd mamiatand fanes Aoonant
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(8) Integrating contractors’ roles in test range, nuclear safety, explosive, or other
certification processes.

b. Initiate action through the MA to make sure each associate contractor is required
to be responsive to the ISSPP. Recommend contractual modification where the need
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exists.
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operationg, and specifically the interfaces between t...e products of each associate
contractor or subcontractor and the end item. Data or analyses provided by associate

v

sed in the nduct of t,hls eﬁort..
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contractors and subcontractors shall be

d. When performing a safety assessment, summarize the mishap risk presented by the
operation of the integrated system. Data or analyses provided by associate contractors
or subcontractors shaii be used in the conduct of this effort.
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f.  Resolve differences between associate contractors in areas related to safety,

especially during development of safety inputs to system and item specxﬁcatmns.

Where problems cannot be resolved by the integrator, notify the MA for resolution and
action.

g. Initiate action through the MA to make sure information required by an associate
contractor {(from the integrating contracior or other associate contraciors) Lo
accomnplish safety tasks, is provided in an agreed-to format.

h. Develop a method of exchanging safety information between contractors. If
necessary, schedule and conduct technical meetings between all associate contractors
to discuss, review, and integrate the safety effort. Use of the SSG/SSWG meetings
should be included as required.

i. Impiement an audit program to make sure the objeci:ives and requirements of the
system safety program are being accomplished. Whenever the integrating contractor
hanlinwvan am ananatabn annbmnatban han fatlad ¢4 mmant anntunst mamvivamanta thana
PTLITVYVOD Q111 ADJDULIALT LUIIVI QVVVUIE 114D 1Al ITU W IIITTLY LVLIMIaGLVL X cquu CLUITIILWD, WIT
integrating contractor will notify the MA in writing. The integrator for the safety
effort will send a copy of the notification to the associate contractor.

103.2.2 Associate contractor. Associate contractors shall provide safety data and support
(including participation in SSGs/SSWGs) needed by other associate contractors and the
integrator to the extent specified in the contract.

TAN O N o 1 a4 a _ A __ b ] ) 5y B £aL - a _ 3 3 L _11T L b b § y * 11 4
103.2.3 Subcontraciors. Applicabie provisions of this standard shail be inciuded in all contracts
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safety contractual requirements from the prime contractor to different levels of subeontractors,
suppliers, and vendors (who provide different applicable subsystems, equipment and/or parts)
shall be identified.

a. All subcontractors shall be required to maintain suitable documentation of safety

analyses they have performed in formats which will permit incorporation of their data
into the overall analysis program,
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TASK 103

c. Lesser subcontractors and vendors shall be required to provide information on
software, component and subassembly characteristics, including failure modes, failure
rates, and possible hazards, which will permit prime contractor personnel to evaluate
the items for their impact on safety of the system.

d. All subcontractors shall participate in the SSG and SSWGs, when required.
103.2.4 Architect and engineering firms. The AE shall be responsible for conducting facility
hazard analyses and other facility SSPP functions as specified in the SOW. The AE shall be
responsible for securing the expertise necessary to perform the required work and will have the
same responsibilities as a prime contractor in hazard identification, tracking, and resolution.
The AE shall assure that design subcontractors or consultants maintain and provide suitabie
documentation of any safety analyses performed.
103.3  DETAILS TO BE SPECIFIED.
103.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101, 102 and 103 as tailored.
(R) b. Designation of the system safety integrating contractor.
c. Designation of status of the other contractors.
d. Requirements for any special integrated safety analyses.

e. Requirements to support test range, nuclear safety, explosive, environmental or
other certification processes.

f. Description of specific integration roles.

103-3
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TASK 104

SYSTEM SAFETY PROGRAM REVIEWS/AUDITS

1N4 1 DITRNDNCR Mha musennacga af Maalk 1N4 26 ¢n aatahlich o mamsizanmant far tha anntwastam ¢
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perform and document gsystem safety program reviews/aundits or support of reviews/andits

performed by the MA. This task is also used to acquire support for special requirements such as

certifications and test/flight readiness reviews.

104.2 TASK DESCRIPTION.

b. The associate contractors’ system safety program(s).

The support contractors' system safety program(s).

o

d. The subcontractors’ system safety program(s).

104 22 The contractor chall aunnort svetem safetv reviews/andits perform ed by representati
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of the MA to the extent specified in the SOW.

es

104.2.3 To the extent specified by the MA in the SOW, the contractor shall support
presentations to Government certifying activities such as phase safety reviews, munitions safety
boards, nuclear safety boards, or flight safety review boards. These may also inciude special
reviews such as flight/articie readiness reviews or preconstruction briefings.

104 23 NETATI S TO BRE SPECIFIED.

104.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101 and 104.
{R) b. Identification of reviews/audits, their content, and probabie location(s).
c. Method of documenting the results of system safety reviews/audits.

d. Frequency of system safety reviews/audits.
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MIL-STD-882C

TASK 105

SYSTEM SAFETY GROUP/SYSTEM SAFETY WORKING GROUP SUPPORT

N T Yal PRGNS BY . NSV « Y JU S | ¢ JUU, ISP o, [UPIRNNEENY ] o] o) § § 7 0 P QI RN Iy
Groups (SSGs) and System Safety Working Groups (SSWGs) which are established in accordance
with service regulations or as otherwise defined by the MA.

105.2 TASK DESCRIPTION. The contractor shall participate as an active member of MA
SSG/SSWGs. Such participation shall include activities specified by the MA such as:

a. Presenting the contractor safety program status, including results of design or
operations risk assessments.

b. Summarizing hazard analyses including identification of problems, status of
resolution, and residual risk.

c. Presenting incident assessments (especially mishaps and malfunctions of the
system being acquired) results includi ng recommendations and action taken to prevent

recurrences.
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105.2.2 Associate Contractor. The integrating contractor shall require that all associate
contractors participate in the SSG/SSWGs.

1053  DETAILS TOQ BE SPECIFIED.

ey 2

105.3.1 Details to be specified in the S shall inciude the foilowing, as applicable:
(R) a. Imposition of Tasks 101 and 105.
(R) b. Contractor membership requirements and role assignments, e.g., recorder,

member, alternate, or technical advisor.

(R) ¢. Frequency or total number of SSG/SSWG meetings and probable locations.

d. Specific SSG/SSWG or other presentation support tasks.

ing 1
1Uo-1
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106.1

system.

106.2

MIL-STD-882C

TASK 106

HAZARD TRACKING AND RISK RESOLUTION

PURPOQOSE. The purpose of Task 106 is to establish a single closed-loop hazard tracking

TASK DESCRIPTION. The contractor shall develop a method or procedure to

document and track hazards and their controls thus providing an audit trail of hazard
resolutions. A centralized file, computer data base or document called a "Hazard Log" shall be
maintained. The "Hazard Log” shall contain as a minimum:

106.3
106.3.1
(R)
(R)

(R)

a. Description of each hazard to include associated hazard risk index.

b. Status of each hazard and control.

c¢. Traceability of resolution on each Hazard Log item from the time the hazard was
identified to the time the risk associated with the hazard was reduced to a level
acceptable to the MA.

d. Identification of residual risk.

e. Action person(s) and organizational element.

f. The recommended controls to reduce the hazard to a level of risk acceptable to the
MA.

g. The signature of the MA accepting the risk and thus effecting closure of the Hazard
Log item.

DETAILS TO BE SPECIFIED.

Details to be specified in the SOW shall include the following, as applicable:
a. Imposition of Tasks 101 and 106.

b. Procedure by, and detail to, which hazards are entered into the log..

¢. Procedure by which the contractor shall obtain close-out or risk acceptance by the
MA of each hazard.

d. Complete set of data required on the hazard log, including format.

e. Identification of any special requirements involving a computerized log.

106-1



TASK 106



MIL-STD-882C

TASK 107

SYSTEM SAFETY PROGRESS SUMMARY

107.1 PURPOSE. The purpose of Task 107 is to prepare a periodic rogress report
summarizing the pertinent system safety management and engineering activity that occt

uunug LUU GCUI'l-lllg per lUd

1072 TASK DESCRIPTION. The contractor shall prepare a periodic system safety progress
report summarizing general progress made relative to ‘the system safety program during the
specified reporting period, and projected work for the next reporting period. The report shall

contain the following information:

a. A brief summary of activities, progress, and status of the safety ffort in relation to

the scheduled program milestones. It shall mgnugm s1gmncam ach é@iléﬁ“ and
promemb It shall include progress toward comp}etian of %euj daua p‘repared orin
work.

b. Newly recognized significant hazards and significant changes in the degree of
control of the risk of known hazards.

¢. Individual hazard resolution status and status of all recommended corrective
actions that have not been implemented.

d. Significant cost and schedule changes that impact the safety program.

e. Discussion of contractor documentation reviewed by the system safety function
during the rer orting period. Indicate whether the documents were acceptable for
content and whether or not inputs to improve the safety posture were made.

f. Proposed agenda items for the next system safety group/working group meeting, if
such groups are formed.

107.3  DETAILS TO BE SPECIFIED.

107.3.1 Details to be specified in the SOW shall include the following, as applicable
R) a. Imposition of Tasks 101 and 107.
(R) b. Specification of progress reporting period.
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TASK SECTION 200

DESIGN AND INTEGRATION
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201.1 PURPQSE. The purpose of Task 201 is to compile a preliminary hazard list (PHL) very

early (or to update the PI{L later) in the system acquisition life cycle to 1dent1fy potentially
hazardous areas on which to put management emphasis.

2012 TASK DESCRIPTION. The contractor shall:

1 Examine th system shor'tiy after the concept definition effort ‘begins and compiie a PHL
identifying possibie hazards that may be inherent in the concept and their associated mishap

& -

) 3

o ananifiad e 4laa NLA
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201.2.2 Review safety experience on similar systems, including mishap/incident hazard
tracking logs (if accessxble) safety lessons leamed etc., to 1dentafy possible hazards and their
mishap risks. The sources of a hazards found in this review shall be referenced in the PHL.

201.2.3 Further investigate selected hazards or hazardous characteristics identified in the PHL
as directed by the MA to determine their significance.

MIVTAITCMNA DL CDLIATRTERT
201.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101 and 201.

b. Identification of special concerns, hazards, or undesired events the MA wants listed
or investigated.

201-1
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TASK 202

PRELIMINARY HAZARD ANALYSIS

202.1 PURPOQOSE. The purpose of Task 202 is to perform and document a Preliminary Hazard
Analysis (PHA) to identify safety critical areas, to provide an initial assessment of hazards, and
to identify requisite hazard controls and follow-on actions.

202.2 TASK DESCRIPTION. The contractor shall perform and document a preliminary
hazard analysis to obtain an initial risk assessment of a concept or system. Based on the best
available data, including mishap data (if assessable) from similar systems and other lessons
learned, hazards associated with the proposed design or function shall be evaluated for hazard
severity, hazard probability, and operational constraint. Safety provisions and alternatives
needed to eliminate hazards or reduce their associated risk to a level acceptable to the MA shall
be included. The PHA shall consider the following for identification and evaluation of hazards as
a minimum:

a. Hazardous components (e.g., fuels, propellants, lasers, explosives, toxic substances,
hazardous construction materials, pressure systems, and other energy sources).

b. Safety related interface considerations among various elements of the system (e.g.,
material compatibilities, electromagnetic interference, inadvertent activation,
fire/explosive initiation and propagation, and hardware and software controls). This
shall include consideration of the potential contribution by software (including software
developed by other contractors/sources) to subsystem/system mishaps. Safety design
criteria to control safety-critical software commands and responses (e.g., inadvertent
command, failure to command, untimely command or responses, inappropriate
magnitude, or MA-designated undesired events) shall be identified and appropriate
action taken to incorporate them in the software (and related hardware) specifications.

¢. Environmental constraints including the operating environments (e.g., drop, shock,
vibration, extreme temperatures, noise, exposure to toxic substances, health hazards,
fire, electrostatic discharge, lightning, electromagnetic environmental effects, ionizing
and non-ionizing radiation including laser radiation).

d. Operating, test, maintenance, built-in-tests, diagnostics, and emergency procedures
(e.g., human factors engineering, human error analysis of operator functions, tasks,
and requirements; effect of factors such as equipment layout, lighting requirements,
potential exposures to toxic materials, effects of noise or radiation on human
performance; explosive ordnance render safe and emergency disposal procedures; life
support requirements and their safety implications in manned systems, crash safety,
egress, rescue, survival, and salvage). Those test unique hazards which will be a direct
result of the test and evaluation of the article or vehicle.

e. Facilities, real property installed equipment, support equipment (e.g., provisions for
storage, assembly, checkout, prooftesting of hazardous systems/assemblies which may
involve toxic, flammable, explosive, corrosive or cryogenic materials/wastes; radiation
or noise emitters; electrical power sources) and training (e.g. training and certification
pertaining to safety operations and maintenance).

f. Safety related equipment, safeguards, and possible alternate approaches (e.g.,

202-1
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TASK 202

interlocks; system redundancy; fail safe design considerations using hardware or
software controls; subsystem protection; fire detection and suppression systems;
personal protective equipment; heating, ventilation, and air-conditioning; and noise or
radiation barriers).

g. Malfunctions to the system, subsystems, or software. Each malfunction shall be

specified, the causing and resulting sequence of events determined, the degree of
hazard determined, and appropriate specification and/or design changes developed.

202.3  DETAILS TO BE SPECIFIED.

202.3.1 Details to be specified in the SOW shall include the following, as applicable:
(R) a. Imposition of Tasks 101 and 202.
R) b. Minimum hazard probability and severity reporting thresholds.

¢. Any selected hazards, hazardous areas, or other specific items to be examined or
excluded.

202-2
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TASK 203

SAFETY REQUIREMENTS/CRITERIA ANALYSIS

203.1 PURPOSE. The purpose of Task 203 is to perform and document the safety design
requirements/design criteria for a facility or system under development/design.

eliminate or reduce the nsk of the identified hazards to accent.able level ’l'he SRCA uses the
Preliminary Hazard List (Task 201) or the Preliminary Hazard Analysis (Task 202) as a basis, if
available. The SRCA is also used to incorporate design requirements that are safety related but
not tied to a specific hazard. The analysis includes the following efforts:

ASR
hazards idenﬁﬁed to the system dn&gﬂ and identifies or dP elops design

and guidelines for facilities; hardware and software from fédéfa}, military, natio-r‘n and industr
‘r‘ég‘u}z‘ihﬁ‘l", codes, standards, specifications; and other documents for the system under
development. The contractor shall incorporate these requirements and guidelines into the high
level system specifications and design documents as appropriate

203.2.2 The contractor shall analyze the System Design Requirements, System/Segment
Specifications (SSS), Preliminary Hardware Configuration Item Development Specification,
Software Requirements Specifications (SRS), and the Interface Requirements Specifications
(TIRS), or equivalent documents as appropriate, to inciude the following sub-tasks:

. nrnnnr]v
proper
uirements and guidelines where

are req
appr pnate esign and development of t.he system hardware

and assomated soﬂ.ware

b. The contractor shall identify hazards and relate them to the specifications or
documents listed above and develop design requirements to reduce the risk of those

hazards.
¢. The contractor shall identify safety critical computer software components
(SCCSCs) and ensure they are placed under configuration control.

d. The contractor shall analyze the preliminary system design to identify potential
hardware/ software interfaces at a gross level that may cause or contribute to potential
hazards. Interfaces identified shall include control functions, monitoring functions,
safety systems and functions that may have indirect impact on safety. These interfaces
and the associated software shall be designated as safety critical.

o MTha ntrastan

e. The contractor shall perform a preliminary hazard risk assessment on the
identified safety critical software functional requirements using the hazard risk matrix
or software hazard criticality matrix of Appendix A or another process as mutually

agreed to by the contractor and the MA.

f. The contractor shall ensure that System Safety design requirements are properly
incorporated into the operator, user, and diagnostic manuals.

~o
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203.2.3 The contractor shall develop safety relatsd deSigﬁ change recommendations and testing
requirements and shall incorporate them into Preliminary Design Documents and the hardware,
software and system test plans. The following sub-tasks sha 1 be accomplished:

a. The contractor shall develop safety-related change recommendations to the design
and specification documents listed above and shall include a means of verification for
each design requirement.

1 ma L PR . B S, . B R SN S WL . PU AP WL L gy Yy
b. The contractor shall develop safety related test requirements for incorporation into
the test documents. Tests shall be developed for hardwars, software and system
integration testing,

203.2.4 The contractor shall support the System Requirements Review (SRR), System Design
Review (SDR) and Software Specification Review (SSR) from a system safety viewpoint. The
contractor s_;hall address the system safety program, analyses performed and to be performed,

significant hazards identified, hazard resolutions or proposed resolutions, and means of
verification.

2033 DETAILS TQ BE SPECIFIED.

203.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and 203 tailored to the developmental program.

(R) b. Definition of acc

=
o
‘F

evel of contractor support required for design reviews.

d. Specification of the type(s) of risk assessment process.
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TASK 204

SUBSYSTEM HAZARD ANALYSIS

and 1 DITRDN) Mhn cvsernen of Moo H —
LU L M. 10Ne purpose of Task 204 is to perfa, m and document a Subsyst'em Xi8&zarc

Analysis (SSHA) to: verify subsystem compliance with safety requirements contained in
ubsystem specifications and other applicable documents; identify previously unidentified
hazards associated with the design of subsystems including component failure modes, critical
human error inputs, and hazards resulting from functional relationships between components
and equipment comprising each subsystem; recommend actions necessary to eliminate identified
hazards or control their associated risk to acceptable levels.

anad o MAOY TMTIOMADITYMYANY I . . _a oo L _1 ___ e mmd Amneccernond n meshneradaea
204.2 1Aoh DESCRIPIIUN. The contractor snaii perio 1a aocument a suosystem
hazard analysis to identify all components and equipment that could result in a hazard or whose

design does not satisfy contractual safety requirements.. This will include government furnished
equipment, nondevelopmental items, and software. Areas to consider are performance,
performance degradation, functional failures, timing errors, design errors or defects, or
inadvertent functioning. The human shall be considered a component within a subsystem,
receiving both inputs and initiating outputs, during the conduct of this analysis.

oo

204.2.1 The analysis shall include a determination:

as well as

a. Of the meodes of failure including reasonable ht
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components.

b. Of potential contribution of hardware and software (including that which is
developed by other contractors/sources) events, faults, and occurrences (such as
improper timing) on the safety of the subsystem.

¢. That the safety design criteria in the hardware, software
e

specification(s) hav

d. That the method of implementation of hardware, software, and facilities design
requirements and corrective actions has not impaired or decreased the safety of the
subsystem nor has it introduced any new hazards or risks.

e. Of the implementation of safety design requirements from top level specifications to

detailed design specifications for the subsystem. The implementation of safety design

reqm_emems developed as part of the PHA and SRCA shall be analyzed to ensure that
t satisfies the intent of the requirements.

f. Of test plan and procedure recommendations to integrated safety testing into the
hardware and software test programs.

204.2.2 If no specific analysis techniques are directed or if contractor recommends that a
different technique than specified by the MA should be used, the contractor shall obtain MA
approval of technique(s) to be used prior to performing the analysis.

204-1




204.2.3 When software to be used in conj

TASK 204

formal software development process in evaluating the software contribution to the SSHA.

Problems identified which require the reaction of the software developer shall be reported to the

MA in time to support the ongoing phase of the software developmaent process.

204.2.4 The contractor shall update the SSHA as a result of any system design changes,
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204.3 DETAILS TO BE SPECIFIED.

204.3.1 Details to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and Z04.
(R) b. Minimum hazard severity and probability reporting thresholds.
c. The specific subsystems to be analyzed.
d. Any selected hazard, hazardous areas, or other specific items to be examined or
excluded.
- o ___ . _at_ L0t Y Y __*_a__L __°*___ /. \__ 2 _ L _____a
e. OPECIIICAaLIOn UI gesIirea analysis teCriiques) anwor 10rmatl.
f. The MA shall provide the technical data on GFE to enable the contractor to

accomplish the defined tasks.
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unction with the subsystem is hmna developed under
DOD-STD-2167 and DOD-STD-2168; or MIL—STD 1679 or other development documents= the
contractor performing the SSHA shall monitor, obtain and use the output of each phase of the
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SYSTEM HAZARD ANALYSIS
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205.1 LUREOSI. 1n purpose of Task 205 18 to perform ana aocument a oystem razard
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specifications and other applicable documents; identify previously unidentified hazards
associated with the subsystem interfaces and system functional faults; assess the risk associated
with the total system design, including software, and specifically of the subsystem interfaces;
and recommend actions necessary to eliminate identified hazards and/or control their associated
risk to acceptable levels.

aonr o YA NYY “hﬁ‘h‘“mf\\' 1 " ~ A B | a 1

Uo . 1he contractor shall periorm and document a system hazard
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205.2.1 This analysis shall include a review of subsystems interrelationships for:
a. Compliance with specified safety design criteria.

b. P0551b]e mdependent dependent, and mmultaneou ardou vents including

c. Degradation in the safety of a subsystem or the total system from normal operation
of another subsystem.

d. Design changes that affect subsystems.

e. Effects of reasonable human errors.

(1) Of potential contribution of hardware and software(including that which is
developed by other contractors/sources, or Commercial Off-The-Shelf hardware or
software) events, faults and occurrences (such as improper timing) on safety of the
system.

(3) That the method of implementation of the hardware, software, and facilities
design requirements and corrective actions has not impaired or degraded the safety
of the system nor has introduced any new hazards.

205.2.2 If no specific analysis tec'hniques are directed or if the contractor recommends that a
A oo Lo el .t: i I WS TN A A L __ v & T a_ 2 AL A
alrierent cnnigque wnan nea oy tne 1vm snoulu De useu Lﬂe contractor Sﬂall opulain MA

spec
approval of technique(s) to be used prior to performing the analysis. The SHA may be combined

with and/or performed using similar techniques to those used for the SSHA
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205.2.3 When software to be used in conjunction with the system is being developed under

205-1
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DOD-STD-2167 and DOD-STD-2168; or MIL-STD-1679 or other software development

requirement documents; the contractor performing the SHA shalil monitor, obtain, and use the
PN SN Gy [P, N, SRR ) RPN I [P . SR DU Y SRRt S SRR S ey WY . S
UuLpulL Ul cauva puuc Ul WIT 1UIILAlL BUILLWAIC UEVYRIUpILUBIILY PIUCEDD 113 Tvaluaullllg uWic suivtwau o
contribution to the SHA Problems identified which require the reaction of the software
developer shall be reported to the MA in time to support the ongoing phase of the software
development process.

205.2.4 The contractor shall update the SHA as a result of any system design changes,
including software design changes which affect system safety.
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205.3.1 Detail

to be specified in the SOW shall include the following, as applicable:

(R) a. Imposition of Tasks 101 and 205.

(R) b. Minimum hazard severity and probability reporting thresholds.

c. Any selected hazards, hazardous areas, or other specific items to be examined or
aealiadad
CTAVIUVUTU.

d. Specification of desired analysis technique(s) and/or format.
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ASK 206

OPERATING AND SUPPORT HAZARD ANALYSIS

206.1  PURPQSE. The purpose of Task 206 is ¢ perform and document an Operating and

Support Hazard Analysis (O&SHA), to evaluate activities for hazards or risks introduced into the
system by operational and support procedures and to evaluate adequacy of operational and
support procedures used to eliminate, control, or abate identified hazards or risks.

2062 TASKDESCRIPTION. The contractor shall perform and document an O&SHA to
examine procedurally controlled activities. The O&SHA identifies and evaluates hazards
resuiting from the impiementation of operations or tasks performed by persons, considering' the
planned system configuration/siate at each phase of activity; the facility interfaces; the planned
en'v'if\')uulcutn (Ux Tanges thcl vvﬂ, the S‘dpp"".’.!!‘.s h"‘]" or ethﬁ;' ‘q‘“p“““" ‘“"“dl!‘.g mﬁwnrn
controlled automatic test equipment, specified for use; operational/task sequence, concurrent
task effects and limitations; biotechnological factors, regulatory or contractually specified
personnel safety and health requirements; and the potential for unplanned events including
hazards introduced by human errors. The human shall be considered an element of the total
system, receiving both inputs and initiating outputs during the conduct of this analysis. The
O&SHA must identify the safety requirements (or alternatives) needed to eliminate or control
identiﬁed hazards, or to reduce the associated risk to a level which is acceptable under either
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206.2.1 The analysis shall identify:

a. Activities which occur under hazardous conditions, their time periods, and the
actions required to minimize risk during these activities/time periods.

b. Changes needed in funciional or design requirements for system
hardware/software, facilities, tooling, or support/test sguipment tc eliminate or contrs!
‘\ o S cr red! ~o ﬂﬁeﬂﬁ‘ﬂfﬂf‘ hﬂbﬂ
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c. Requirements for safety devices and equipment, including personnel safety and life
support equipment.

d. Warnings, cautions, and special emergency procedures (e.g., egress, rescue, escape,
render safe, explosive ordnance disposal, back-out, etc.), includjng those necessitated

| Y N S (T IY . TPy
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required safe result or indication

e. Requirements for packaging, handling, storage, transportation, maintenance, and
disposal of hazardous materials.

f. Requirements for safety training and personnel certification.

g. Effects of nondevelopmental hardware and software across the interface with other

cvabamn anmannanante crihavatama
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h. Potentially hazardous system states under operator control.
206.2.2 The O&SHA shall document system safety assessment of procedures involved in:

206-1
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system production, deployment, instaliation, assembly, test, operation, maintenance, servicing,
transportation, storage, modification, demilitarization, and disposal.

206.2.3 If no specific analysis techniques are directed or if the contractor recommends that a
different technique than specified by the MA should be used, the contractor shall obtain MA
approval of technique(s) to be used prior to performing the analysis.

206.2.4 The contractor shall update the O&SHA as a result of any system design or operational

changes.
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Details to be specified in the SOW shall include the following, as applicable:

e

'C)

Imposition of Tasks 101 and 206.

Minimum hazard probability and severity reporting thresholds.

The specific procedures to be evaluated (Reference 206.2.2).
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TASK 207

HEALTH HAZARD ASSESSMENT

207.1 PURPQSE. The purpose of Task 207 is to perform and document a Health Hazard
Assessment (HHA) to identify health hazards, evaluate proposed hazardous materials, and
propose protective measures to reduce the associated risk to a level acceptable to the MA,

207.2 TASKDESCRIPTION. A HHA shall be performed and documented to identify health
hazards and to recommend engineering controls, equipment, and/or protective procedures, to
reduce the associated risk to a level acceptable to the MA. An HHA shall also evaluate the
hazards and costs due to system components materials, evaluate alternative materials for those
components, and recommend materials that reduce the associated risk. Materials will be
evaluated if (because of their physical, chemical, or biological characteristics; quantity; or
concentrations) they cause or contribute to adverse effects in organisms or off-spring, pose a
substantial present or future danger to the environment, or result in damage to or loss of

equipment or property during the systems life cycle. Assessments shall include consideration of
the generation of hazardous wastes.

207.2.1 Specific health hazards and impacts that shall be considered include:

a. Chemical hazards (e.g., hazardous materials that are flammable; corrosive; toxic;
carcinogens or suspected carcinogens; systemic poisons; asphyxiants, including oxygen
deficiencies; respiratory irritants; etc.).

b. Physical hazards (e.g., acoustical energy, heat or cold stress, ionizing and non-
ionizing radiation).

c. Biological hazards (e.g., bacteria, fungi, etc.)
d. Ergonomic hazards (e.g., lifting requirements, task saturation, etc.)

e. Other hazardous, or potentially hazardous, materials that may be formed by the

introduction of the system. or by the manufacture, test, maintenance or operation of
the system.

207.2.2 The assessment shall address:

a. System, facility and personnel protective equipment design requirements (e.g.,
ventilation, noise attenuation, radiation barriers, ete.) to allow safe operation and
maintenance. When feasible engineering designs are not available to reduce hazards
to acceptable levels, alternative protective measures must be specified (e.g., protective

clothing, specific operation or maintenance practices to reduce risk to an acceptable
level).

b. Potential non or less hazardous material substitutions and projected handling and
disposal issues. The HHA will discuss the rationale for using a hazardous materiel and
long term effects (such as potential for personnel and environmental exposure,
handling and disposal issues/ requirements, protection/ control measures, and life cycle
costs) over a non or less hazardous material. The effects and costs should be
considered over the life of the systems, including the cost of handling and disposal.

207-1
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TASK 207

Identify potential non or less hazardous alternatives if they exist and provide a
justification why an alternative cannot be used.

c¢. Hazardous material data. The HHA shall describe the means for identifying and
tracking information for each hazardous material.
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a. Identify the hazardous materials by name(s) and stock numbers; the affected

system components and processes; the quantity, characteristics, and concentrations of
the materials in the system; and source documents relating to the materials.

b. Determine under which conditions the hazardous materials can release or emit
materiais in a form that may be inhaled, ingested, absorbed by living organisms, or
leached into the environment and if the materials pose a health threat.

¢. Characterize material hazards and determine reference quantities and hazard
ratings. Acute health, chronic health, carcinogenic, contact, flammability, reactivity,
and environmental hazards will be examined.

d. Estimate the expected usage rate of each hazardous material for each process or
component for the subsystem, total system, and program-wide impact.

e. Recommend the disposition of each hazardous material identified. If for any scale
of oneration the roference cmantitv ig axceaded hv the estimated ncaoce rate material
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substitution or altered processes shall be con51dered to reduce risks associated with the
material hazards while evaluating the impact on program costs.

DETAILS TO BE SPECIFIED.

Details to be specified in the SOW shall inciude the following as appiicabie:
a. Imposition of Tasks 101 and 207.

b. Minimum hazard severity and probability reporting thresholds.

¢. Any selected hazards, hazardous areas, hazardous materials, or other specific items
to be examined or excluded.

207-2
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TASK SECTION 300

DESIGN EVALUATION

300-1




