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Abstract

This paper describes an integrated approach to
safety analysis of software requirements and demon-
strates the feasibility and utility of applying the indi-
vidual techniques and the integrated approach on the
requirements specification of a guidance system for
a high-speed civil transport being developed at NASA
Ames. FEach analysis found different types of errors in
the specification; thus together the techniques provided
a more comprehensive safety analysis than any indi-
vidual technique. We also discovered that the more the
analyst knew about the application and the model, the
more successful they were in finding errors. Our find-
ings imply that the most effective safety-analysis tools
will assist rather than replace the analyst.

Keywords: software safety, software safety analysis,
software requirements specification.

Introduction

It ou t ereare well esta lis e tec niques an
proce ures for analy in electro mec anical systems
for safety, only relati ely recently a e researc ers e

un to e elop similar tec niques for software or for
systems t at contain software. elon term oal of
our researc is to pro i esystem e elopers wit com
pre ensi e support for software safety analysis. o ac
complis t is, we must o more t an simply propose
tec niques an  emonstrate t em on small e amples,
we alsonee to emonstrate t e feasi ility of applyin
t em to realistic systems an to emonstrate t eir ef
fecti eness. ecant en apply w at we a e learne
toimpro et emet o san tools, eterminew et er

t ey can e e ecti ely applie y ot ers, an learn
ow to ma et em more usa le y system e elopers.
e eson an collea ues a e een e elopin a se
ries of tec niques an tools to analy e safety critical
software , , , e a e emonstrate t e
tec niques an s ownt ateac can ee ecti ein i
i ually for t e analysis of safety critical systems. or
e ample, eim a 1 foun se eralsourcesof an er
ous incompleteness an non eterminism in t e speci
fication of ra ¢ lertan ollision oi
ance ystem , an air orne collision a oi ance system
require on all . aircraft carryin more t an
passen ers. o e plore t e feasi ility of automate
analysis, we also applie some prototype tools to an
automate i way system mo el . e 1 not,
owe er, stu y t e interaction etween t e analysis
results nor i we stu y t e analysis process itself.
oour nowle e, t ere as een noe ort to ap
ply allt esetec niquesin an inte rate safety analysis
of a system or to compare t e results of usin i er
ent a ar analysis tec niques on t e same require
ments specification.  oreo er, t ere is little informa
tion on t e analysis process itself. n t is paper, we
e plore t e feasi ility of suc a compre ensi e safety
analysis on a specification of a ui ance system for a
i spee ci il transport ein e elope at
mes . e oal of t is case stu y was to eter
mine t e feasi ility of performin suc analyses an
to e aluate t e tec niques an t eir contri ution to
t e safety analysis process. or e ample, we were in
tereste in seein ow t e results of t e in i i ual
analyses interacte w at type of information eac
analysis pro i e an ow t at information comple
mente , was i erent from, or was supporte yt e
results of t e ot er analyses. e were also intereste
in learnin a out t e analysis process: ow i cult
t e tec niques were to learn an apply, w at pro
lems we woul encounter w en learnin an applyin
t e tec niques asa roup, ow i cultitwoul eto



interpret t e results an inte rate t em, etc.
is paper reports t e results of t is empirical e al
uation. irst we pro i e a rief escription of t e
ui ance system. e mo el is muc too lar e to in
clu emoret an usta riefo er iewint ispaper t e
entire mo el iso era un re pa eslon ore in
formation a out t e specification can e foun int e
appen i e main o y of t e paper presents an
o er iew of software safety analysis an t e results of
t e analyses. e conclu e wit a iscussion of our re
sults an e periences alon wit planne future wor

uidanc st

iure s owsano er iewoft e e icle ana e
ment ystem fora i spee ci il transport
ein e elope at mes . e as
sists t e pilot wit tas ssuc ason oar i ¢t plan
nin , na i ation, ui ance an i t control. rom
t e i tpat informationrecei e fromt e ir raf
fic ontroller, t e ranslator computes t e eference
i t at ,w ic completely specifies t e air
craft s planne tra ectory in space i.e., its esire
altitu e, elocity, an 1 tpat an le, w ic ist e
num er of e rees from t e ori on in an eart ref
erence frame alon wit information suc ast e ap
an eare tension control points, top of escent point

an istance to ne t way point.

urin automatic i t,t e ui ance system com
pares t e aircraft s actual tra ectory as etermine
y sensor inputs wit t e planne tra ectory
an enerates ot lateral an ertical motion i t
control comman s to null tra ectory errors. ese
comman s are sent tot e 1li t ontrol, w ic i
rectly e ecutes t em, pro ucin ac an ein t e air
craft s elocity, altitu e, or i tpat an le. wurin
manual i t,t e pilot can irectly issue comman s
tot e 1li t ontrolin or er to pro ucet e esire
e ect.

e ui ance system can also e operate ointly

y t e un erlyin computer an t e pilot. n t is
mo e, t epilot can efinet e reference i tpat y
enterin t e esire altitu e, elocity an i tpat
an leintot e o e ontrol anel an can
select t e operational mo e oft e ui ance system y
epressin t e appropriatemo e uttonsont e

urin ot automatican oint i tmo es, t e
ui ance system selects its operational mo e ase on

t e pilot s selections fromt e o e ontrol anel,

t e aircraft s position an  elocity relati eto t e
esire tra ectory, an t e pre ious operational
mo e. sin t is information, it computes t e e
sire i t control comman s, w ic inclu et e com

man e i tpat an lean t e comman e t rust.
e ui ance system specification is escri e rie y
int e appen i

so a t Ana s s

safe system is one t at is free from acci ents or
unaccepta le losses e eart of analy in a sys
tem from a safety perspecti e is i entifyin an an
aly in t e system for ha ards, w ic are states or
con itions of t e system t at com ine wit some en
ironmental con itions can lea to an acci ent or loss
eent . mncete aar sarei entifie , steps can
e ta en to eliminate t em, re uce t e li eli oo of
t eir occurrin ,or miti atet eire ectsont e system.
na ition, some a ar causescan ei entifie an
eliminate or controlle . 1t ou it is usually im
possi le to anticipate all potential causes of a ar s,
o tainin more information a out t em usually allows
reater protection to e pro i e
a ar analysis requires some type of mo el of
t e system, w ic may e an informal mo elin t e
min of t e analyst, a written informal or format
te specification of t e system, or a formal mat e
matical mo el. i erent mo els allow for i erent
types of analyses an for a itional ri or an com
pleteness in t e analysis. or t e system e aluate
in t is paper, we use a state mac ine mo el of t e
system s require lac o e aior. emo elt e
requirements instea of an actual software esi n e
cause many acci ents in ol in software systems can
e trace to requirements aws . na ition, y
mo elin an analy in t e requirements, we can fin
pro lems early in t e e elopment cycle w en t ey
are more easily an e ecti ely a resse
fun amental tenet of linear control t eoryist at
e ery controller is or contains a mo el of t e con
trolle process. n our specification lan ua e, t is
mo el escri es ow t e controller will e a e wit
respect to arious state ¢ an esin t e controlle pro
cess. tis also use to etermine t e current process
state i ent e pre iousstate an new sensor measure
ments rea in s of arious process aria les. ecause
amo el is an a straction, it is necessarily incomplete.
a ar s an acci ents can result from mismatc es
etween t e software iew of t e process an t e ac
tual state of t e process t atis,t emo eloft epro
cess use y t e software ets out of sync wit t e
real process. is mismatc may occur ecause t e
internal mo el is incorrect or incomplete wit respect
to important properties or t e computer oesnot a e
accurate information a out t e process state.
afety t en epen s on t e completeness an ac
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curacy of t e softwares mo el of t e process.
state mac ine specification of system or software re
quirements e plicitly escri est ismo elan t ere
quire e a ior of t e software. oal of software
safety analysis is to ensure t att e mo el of t e con
trolle process i.e., t e requirements specification is
su ciently complete t at it specifies safe e a ior in
all circumstances in w ic t e system will operate.
ae |, as efine eneral criteria for etermin
in w et ersuc mo els satisfy t is oal. e results
of applyin t ese criteria to our specification are e
scri e elow.

?

e specification mo el canalso eanaly e wit
respect to specific, nown a ar s. e accomplis
t is oal usin w at we call State achine a ard
Analysis . , li e most safety anal
yses, in ol es some type of searc . ow t at searc
is performe epen s on t e structure of t e mo el
an t e oal oft e searc . ne classification for suc
searc tec niques is forwar or ac war

forward sometimes calle inductive searc ta es
an initiatin e ent or con ition an traces it forwar
in time. e result is a set of states or con itions
t at represent t e e ects of t e initiatin e ent. n
e ample of suc a searc is eterminin ow t e loss
of a particular control surface will a ectt e i t of
an aircraft.

racin an e ent forwar can enerate alar e num
er of states, an t e pro lem of i entifyin all reac
a le states from an initial state may e unsol a le
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usin a reasona le set of resources. or t is reason,
forwar analysis is often limite to only a small set of
temporally or ere e ents.

n a backward also calle deductive searc ,t e an
alyst starts wit afinal e ent or state an 1 entifiest e
prece in e ents or states. is type of searc can e
li ene to erloc olmes reconstructin t e e ents
t at le up to a crime. ac war searc approac es
are useful in acci ent in esti ations an also in elim
inatin or controllin a ar s urin system e elop
ment y, in essence, in esti atin potential acci ents

efore t ey occur.

e results of forwar an ac war searc es are
not necessarily t e same. racin an initial e ent for
war will most li ely result in multiple final states, not
all of w ic represent a ar s or acci ents. ecause
most acci ents are cause y multiple e ents, to e
fully e ecti et e forwar analysis must inclu e more
t an a sin le initiatin e ent. om inatorial e plo
sion usually ma es an e austi e searc of t is type
impractical an limits t e num er of initiatin e ents
t atcan econsi ere . ea anta eoft istype of
searc ist at aar st at a e not pre iously een
i entifie can t eoretically e foun .

racin ac war from a particular a ar or ac
ci ent to its precee in states or e ents may unco er
multiple initiatin or contri utin e ents, utt e a
ar susally must e nown. ystem en ineers are quite
e ecti eini entifyin system a ar s,of w ic t ere
are usually a limite num er. in in all t e causes



of suc a ar sis a muc more i cult pro lem. ¢t
iseasy toseet atif t e oalisto e ploret e precur
sors of a specific a ar oracci ent, t e most e cient
met o isa ac war searc proce ure. nt eot er
an ,ift e oalisto eterminet ee ects of a specific
e ent, a forwar searc is most e cient.
nt iscasestu y, we performe ot forwar anal
yses simulation an e iation analysis an a ac
war analysis fault tree analysis , as escri e elow.

Ana in t uidanc st od

rrors were foun w en constructin t e mo el,
c ec in t e consistency an completeness criteria,
an performin t e forwar an ac war analyses.

enotet at t e ui ance system specifica

tions we use arein t e researc sta e an still un er
e elopment. e fact t at we foun errors or poten
tial a ar ous states re ects only on t e preliminary
nature of t e specification.

nowin t e ac roun soft e mo elers an an
alysts is elpful in interpretin t e results. o u no,
wo i te ul oft emo el construction as well as
o erseein t e analysesan synt esi in t e results, is
a computer scientist wit no p ysics trainin . it in
computer science, er ac roun is uman computer
interaction an only recently ass e e un to wor
in software safety. eese is traine as a computer sci
entist an create one of t e forwar analysis met
0 s . an ysan artri eare . stu ents in
computer science, stu yin software safety. n a i
tion, an ys ol sa ac elors e reein p ysics an
elpe construct t e parts of t e mo el t at require
p ysics nowle e. inally, e eson as een wor in
in t e area of safety for  years. e elpe wit t e
initial sta es of mo el e elopment alt ou s e i
not elp perform analyses in or er to etermine ow
well t ey coul e one wit out er e pertise.

e ori inal ui ance system specification was
written ya e pert in aircraft controlan  ui
ance systems. e asa .in p ysics, is a license
pilot, an as een wor in in t is area for o er
years. e interacte wit im w ile constructin t e
mo el,an epro i e somesupport urin t e anal
yses, especially in eterminin appropriate en iron
mental ata to use in t e formal simulation of t e
mo el. e ne t sections escri e t e errors foun

urin mo el construction an analysis.
onstructin ¢

rrors ound i

od

e specification was e elope wusin t ree if
ferent ocuments proie yt e mes re

searc ers: a escription of t e o erall oalsof t e
ui ance system esi n alon wit a escription of
t e ertical operation mo es usin a com ination of
n lis , aplace ia rams an state mac ines a
ac son  arts specification of t e ertical opera
tion mo es an pseu o co e use to create a pro
ram to control a ertical motion simulator for pilot
testin of t e ui ance system.

nt e process of constructin t e mo el, we foun
errors in t e ori inal wui ance system specification.
isco erin t ese errors points to t e utility of oin
t rou t e process of e elopin a mo el of specifi
cations as well as to t e utility of t e mo el itself. e
note a ain, owe er,t at t ese ocuments are still in
e elopment so many of t e errors we foun mi ¢t
a e eenfoun in alatersta e yt e e elopers.

or e ample, we foun alineint e pseu o co ein
w ic t e system transitione to one state ut illu
minate a i erent utton ont e isplay. is error
was pro a ly uetoquic e itin on a wor processor
w en writin t e pseu o co e i.e., copyin a portion
of t e co e an e itin it incorrectly . onet eless,
a pro rammer mi t not notice t e error. n ee , we
mi tnot a enotice iteit er a ourmo elin lan
ua enot force ustot in a outt erelations ip e
tween t e computerlo ican t e isplay information
t atis,t eform of ourmo elcause ustot in a out
t e requirements specification in a particular way.

s a more serious e ample, we foun placesint e
pseu oco ein w ic t e system prompte t e pilot
for a particular ata alue w en in fact anot er alue
was require yt e ui ance system lo ic. ain, we

isco ere t is error ecause, w en constructin t e
mo el, we a totracet e ow of t e pilots inputs
t rou tot ecomputerlo ic.

e also foun se eral omissionsint e spec
ification w en constructin t e mo el. or e ample,
now ereint e ocuments i it say ow oftent ein
puts woul arri e. eo taine t isinformation from
con ersations wit t e esi ner as we were construct
in t emo el an attemptin toun erstan t elo ic
of t e ui ance system. e notations use for t e
ori inal specifications i not require t is in
formation to e inclu e

ote t at t ese errors were not necessarily
foun ecause of any mat ematical notation in our
lan ua e in fact, many in t e formal met o s com
munity woul not consi er our lan ua e to e for
mal. e elie et at we foun t ese errors in trans
latin fromt e ac son arts an pseu o co e into
our mo elin lan ua e calle equirements tate
ac ine an ua eor mainly ecauset e pro



cess require t at we consi er ow to represent eac
ac son  art action or line of pseu o0 co e in

an t en etermine w ere it fit into our mo el. e
type of t in in an analysis require to construct a
state mac ine mo el pro i es a asis for unco erin
some types of requirements errors. e same type of
enefit may efoun usin ot ermo elin tec niques,
ut will epen upont e mo elin met o olo y an
lan ua e an is not automatically a property of all
mo els.

n summary, t e form of our mo el ie.,

t estate ecomposition we eci e on ,t e processof
constructin t emo elfromt e ariousinformal spec
ifications proi e y t e mes researc ers,
an t e resultin structure mo el elpe usto is
co er errors in t e specification.

o t n ss and onsist nc cs

a ean collea ues a e efine a set of for
mal criteria toi entify missin ,incorrect,an am i u
ous requirements for process control systems. rie y
an informally, t e criteria ensure completeness of
transitions an  efault alues urin normal an non
normal operation, inclu in startup an s ut own

complete specification of all inputs an outputs

complete specification of t e interaction etween

t e computer an t e operator complete escrip
tion an an lin of all inputs inclu in essential
alue an timin assumptions a out t ese inputs
complete specification of t e output con itions wit
respect to timin an  alue, inclu in en ironmen
tal capacity, ata a e, an latency requirements
complete specification of t e relations ip etween in
puts an outputs, inclu in fee ac loopsan race
ful e ra ation an complete specification of t e
pat s etween states wit respect to esira le proper
ties suc as asic reac a ility, recurrent or cyclic e
a ior,re ersi le e a ior, reac a ility of safe states,
preemption of transactions, pat ro ustness, an con
sistency wit require system le el constraints.

naly in a specification in terms of t ese criteria

epen sont e form of t e specification its si e, lan
ua e, etc. . nsome casest e criteria can e enforce
y t e synta of t e specification lan ua e, w ile in
ot er cases,t e criteriacan ec ec e y manual in
spection or wit t e assistance of automate tools.
or e ample, eim a l as automate t e c ec
in of specifications for two of t e  criteria,
i.e,, t ose to ensure ro ustness an non eterminism.
eitmeyer an collea ues pro i e tools similar to
eim a 1s to ¢ ec for t e internal consistency of
specifications in , a state ase specification

lan ua et at uses an assortment of ta ular notations
to efine state transitions.

it out realiin it, o uno a eun to o
some of t ese ¢ ec sinformally w en constructin t e
mo elan laterw ene aminin t ecomplete mo el.

e synta of t e mo elin lan ua eis esi ne to
ma e some omissions o ious. e laterreali e t at
ere ortsine aminin t emo elint is way were re
ally a part of t e planne completeness criteria ¢ ec
in . e also foun errors relatin to completeness y
performin forwar simulation an t e ot er a ar
analyses.

ome of t e errorst at were apparent imme iately
from e aminin t e mo el in ol e missin transi
tions. or e ample, y re iewin t e rap
ical representation of t e ui ance system, we note
t at se eral components a states wit no transi
tions etween t em. pon furt er e amination, we
isco ere t ere wasno etaile specification for t ese
transitions in t e ocuments. s a specific e am
ple,once ot t e 1li eslope oc an ltitu e oc
were set, t ey were ne er unset, i.e., in e aminin t e
mo el we notice t at t ere was a transition from

t e state 1li eslope oc to li eslope oc n
an from Ititu e oc to ltitu e oc n, ut
t ere were no transitions in t e ot er irection. is

type of omission is efine y one of our pat com
pleteness criteria, i.e., reversibility.

n a ition to missin transitions, e aminin t e
mo el re eale input not use an missin output.

en constructin t e mo el, we a create an in
put output interface for eac input output int e
pseu o co e. simple searc on eac aria le name
elpe us etermineifan oweac input wasuse or
output was pro uce e eral inputs were ne er use ,
an two output alues were ne er pro uce

fter completin t emo el, o u nomanuallye
amine it for iolations of eac oft e criteria. e e
lie est at er familiarity wit t e mo el from a
in constructe it reatly facilitate t e analysis. e
a enot yet a an a ionics e pert try to apply t e
criteria, ut plan to o so soon.

e eral omissions were etecte urin t e manual
¢ ec of t e completeness criteria. or e ample, t e
specification for t e rimary li t isplay i not
etail owt e isplaye eometric fi ures mappe to
actual ata alues, owlon t ey wereto e isplaye
an w attri ere t em toappearor isappear. im
ilarly, as we note a o e, some of t e mo e annuncia
tors were missin tri ere ents. ot t ese omissions
were foun y analy in t e specification usin t e
uman computer interface criteria.



e eral incompletenesses in t e state specification
were foun , amon t em uninitiali e input aria les,
suc as measure spee an measure altitu e w ic
are necessary to mo el t e system urin taeo ,
an unspecifie timin inter als etween inputs. e

ocuments i not specify ow often t e sen
sors woul report t eir ata alues nor was t ere
any specification on ow lon t e system s oul wait
for t e pilot s input once t e prompts appeare , al
t ou a timeout was implie int e ac son  art
an pseu o co e specifications.

itionally, we foun se eral statest at i not
specify a response to certain inputs w ileint at state.
or e ample, if t e pilot selects a particular ertical
ui ance mo e, t e system will prompt im or er to
enter t e reference spee an altitu e. owe er,t ere
was no specification of t e system e a iorift e pilot
t en selecte anot er ertical ui ance mo e wit out
first enterin t e requeste ata.

it respect to ro ustness, t e current

specification for t e wui ance system contains no
c ec s for le al ran es or timin alues an t us no

e a ior is specifie for out of ran e input alues or
late, early, or missin inputs. imilarly, ran e an
timin  alues were missin for i t control comman
outputs alon wit ataa elimits t elen t of time

efore input ata or output comman s are consi ere
o solete .

inally, y e aminin t e relations ip etweent e
outputs an inputs, we isco ere t att ere were no
fee ac loopstoc ec ont eresponseoft e aircraft
tot e enerate i tcontrolcomman s,an t usno

e a ior was specifie to respon to eit er e pecte
input alues or une pecte , early, late or missin input
alues. ese omissions coul cause a failure in t e
system to o unnotice

e ui ance system is still un er e el
opment an many of t ese omissions pro a ly woul
ae een cau tan correcte wit out our analy
sis. owe er, t ese types of requirements specifica
tion aws are common an often persist until late in
e elopment or actual use of t e software. or e am
ple, ut foun t att e a e completeness criteria
co ere mostof t e requirements errors i entifie
as safety critical t at were not etecte until system
inte ration testin of t e alileo an  oya er space
craft . efoun manualc ec in oft e criteria to
e elpful in fin in important specification omissions
an elie et at automate tools to assist t e analyst
inc ec in t e criteriami t etect errors not foun
y our manual process.

or ard i u ation

orwar simulation was performe y 0 u no
an an ys. e simulator was use to e
ecute se eral scenarios to o ser e t e states of t e
controller i en specific inputs. e e tensi e p ysics
ac roun of an ysalon wit elp from a
e pert were require to enerate reasona le scenarios.

e quality of t e results of t e simulation will, in
eneral, e limite y t e quality of t e test scenar
ios.

e ept first searc property of forwar simula
tion ma es usin simulation alone infeasi le to etect
reac a le a ar ous states. f, as is reasona le, a
ar s are assume to e infrequent, t en t e pro a

ility of lin ly fin in a a ar wusin t is type of
searc is low. owe er, forwar simulation can e
useful w en use in con unction wit ot er analysis
met o s. or e ample, we foun we coul use ot er
analysis tec niques to narrow t e searc space an
t en use forwar simulation to in esti ate t e smaller
re ion.
espite t ese limitations, y simply tracin t e
transitions forwar for in i i ual components, we i
fin a a ar ous state wit in t e normal operation of
t e requirements specification. e state was one in
w ic t e aps were not ut t e plane was in a
lan in approac . wurin lan in ,t e aps elp slow
t e plane. n certain instances, t e plane coul et
stuc int is a ar ous state, potentially lea in to
an acci ent. e pro lem arises from an assumption
int e specification t at inputs tri erin t e ap mo
tion will arri e in a particular or er. n particular,
t e specification assumes t at t e information a out
t e point in space w ere t e pilot is suppose to initi
atet e ap e tension will arri e
efore t e oolean input in icatin t at ap e ten
sion can e in. et t ere is no in ication of t is as
sumption anyw ereint e specification. pecifications
s oul eit er clearly state suc assumptions, or t ey
s oul e written to an le t eir iolation.
nco erin t is assumption re eale anot er as
sumption wit int e component namely t at
t e input will arri e eforet e plane
reac es t at point in space. ot in in t e specifica
tion in icates w at s oul appenift e
information arri es after passin it. n fact, a
similar situation may a e contri ute to t e recent
cras of a oein in ali, olum ia. nt at acci
ent, t e pilots entere a way point intot e ui ance
system t at t e aircraft a alrea y passe . n an at
tempt to reac t at way point, t e ui ance system
comman e t e plane to turn aroun , causin t e air



craft to cras into a mountain.

ese two assumptions are relate to some of t e
errors re eale y t e completeness an consistency
c ec s. eoretically, t ey are co ere y t e com
pleteness criteria, ut we i not fin t em wurin
our manual inspection of t e mo el usin t e criteria
as a ¢ ec list, pointin to t e nee for etter manual
inspection met o sor automate assistancetot ean
alyst.

iation Ana sis

e iation nalysis is a new type of forwar searc
tec nique t at ta es its inspiration from

ar san era ility analysis , a ery successful
analysis proce ure use in t e ¢ emical process in
ustry. ot tec niques are ase ont e un erlyin
system t eory concept t at acci ents are t e result of
e iations in system aria les.

e iation analysis ta es a formal mo el of t e sys
tem alon wit e iations in t e system inputs from
t eir normal or e pecte alues an e amines t e ef
fects of t ese e iationson t e systems e a ior. t
can also elpi entify potential system a ar s result
in from e iations in system inputs.

o assist t e analyst, eese as e elope a
tool for performin a e iation analysis on an
specification. e analyst first selects one or more
inputs to e iate an escri es ow to e iatet em

i ,low, ery i , erylow,an soon. eana
lyst t en mar s states, functions or outputs for w ic
a e iation is consi ere a ar ous. e tool pro

uces a set of scenarios in w ic t e e iate inputs
woul pro ucea e iationin a mar e state, function
or output. ac scenario lists assumptions on ot er
input aluest at lea tot e e iation an w at ef
fect t e initial e iations an a itional assumptions
aeont ea ecte state, function or output. or
e ample, an input t at is e iate i coul cause
t e system to enter a a ar ous state y, for e ample,
a function computin a aluet atistoo i ort e
software pro ucin an incorrect output.

e e iation analysis was performe y eese. y
e iatin i erent inputs, e foun se eral potential
aar sint emo el. ore ample, e wante to e
termine w at e ect atoo i measure spee woul
aeont ecomman e i tpat an le recallt at
t e measure spee ist espee oft e aircraft as e
termine y t e sensors, an t e comman e i ¢t
pat an le is one of t e wui ance system outputs
see i ure sin t e e iation analysis tool, e
e iate t e measure spee i an mare t e
function t at computes t e comman e i t pat

Controller prompts pilot for speed and altitude

Configuration:
Controller Aircraft-Model Gears : up
Controller Vertical-Modes
High-Level-Mode : NOT minimum-time
MCP-Inputs Reference-Speed : waiting
MCP-Inputs Reference-Altitude : waiting
MCP-Inputs Armed-Speed : waiting
Event:
prompt-for-reference-speed
prompt-for-reference-altitude
prompt-for-armed-speed

Pilot initiates minimum time approach
Configuration:

Controller Aircraft-Model Gears : up
Controller Vertical-Modes

High-Level-Mode : NOT minimum-time
MCP-Inputs : idle

Event: guidance-mode-received-event

Condition:
guidance-mode = minimum-time
time > top-of-descent-time + one-minute

iure : e sequence of e ents lea in tot e a
ar ous state in w ic t e plane is in minimum time
mo ean t elan in eararenot eploye isinitiate

y t epilot selectin t e minimum time approac ut
tonw ent eplaneismoret an one minute away from
t e top of escent time.

an le. e e iation analysis tool initially pro uce
fi e scenarios. ac scenario s owe t at e iatin
t e measure spee alone woul not causea e iation
int ecomman e i tpat an le. owe er,t ey
alsoin icate t at t e initial e iation, couple wit
one or more ot er e iationsint e input, woul cause
t ecomman e i tpat an leto e incorrect.

n performin t e e iation analysis, eese was
limite y is unfamiliarity wit t e ui ance system
mo el. e was initially una le to etermine w ic
states or functions to mar as important items to an
aly e w en e iatin a particular input. nly after
un erstan in t e mo el in etail was e a le to in
terpret t e scenarios output y istool an uset em
to in esti ate ot er e iations. is e perience sup
porte our o ser ations t us far of t e importance of
application nowle e in performin t e analysis.

ac ard arc

n ac war searc ,t e analysis starts wit a a
ar ous state an  uil s treess owin t ee entst at
coul lea tot isstate. nor erto perform t is anal



ysis, we first a to come up wit a list of potentially
a ar ous states. sin t ese confi urations, o
unoten i a ac war searc , e aminin t e re
sults for potential a ar sun er e pecte an failure
e a iors. efoun t eprocessto ela orintensi e
an require in ept un erstan in oft emo el. n
a ition, t e trees rew quic ly an t e presentation
quic ly ecameunwiel y. issamepro lem as een
note wit ot er types of automate analysis applie
to ar ware mo els

s an e ample, consi er t e a ar of t e lan
in ear not eployin urin a minimum time ap
proac lan in . e top no e of t e enerate tree
t us representst e casein w ic t e systemisint e
minimum time lan in mo ean t e ears are up.

ere are two c an es t at can lea to t is
confi uration a ¢ an e in t e ear position from
to oracaneint e ertical mo e from
any ot er mo e to minimum time. y analy in t e
state transitions, we etermine t att eonly wayt e
ears can o from to isift emo ec an es
from minimum time tota e 0 0 aroun erefore,
t eonlywayt e ui ancesystemcan etintot e a
ar ous stateisw ent e earsare alrea yupan t e
plane enters minimum time mo e. ecauset ere were
a lar e num er of potential pat s to t e a ar ous
state, we use forwar simulation to elp prune t e
num er of pat st at nee e to e consi ere

ort e ui ance system to transition to minimum
time mo e, t e pilot must initiate a minimum time
approac y selectin t e minimum time mo e utton
ont e an t en enterin t e reference spee ,
reference altitu e, an arme spee into t e
wit in a certain time perio . i ure is a portion of
t etrees owin t e partial confi uration of t e ui
ance system t at i esrisetot isseriesof e ents: t e
earsareup t e ontrollers i le el ertical mo e
is not minimum time an t e nputs from t e
pilot are i le i.e., no input is e pecte . e fi
ure also s ows t e e ent an con itions un er w ic
t e ui ance system can transition out of t is con
fi uration. eeentt at tri ers t e transition is
a , W ic in icates
t at t e pilot as selecte a new ertical ui ance
mo e. e con itions t at must e satisfie for t e
transitions to fire are t at t e selecte ui ance
mo e must e minimum time, an t e selection
must e ma e more t an one minute efore t e top
of escent time. ft ese two con itions are met, t en
t e ui ance system will prompt t e pilot to enter t e
reference spee , reference altitu e an arme spee

ence, t ere is a normal sequence of e entst at can

lea tot e a ar ous state. y analy in t e spec
ification, we foun t ree con itions un er w ic t e
system will remain in t is a ar ous state un er nor
mal operation w ic means t at t e plane will lan

wit out t e ears e ten e or e ample, for t e
ears to transition from to , t e measure

spee must e nots. ft ate act spee isne er
reporte y t e sensors, t e transition will ne er oc
cur. sin t is analysis, we were a letoc an et e
con itionsun er w ic t e ears to transi
tion occurs to a oi remainin int e a ar ous state.
imilar analysesan ¢ an esa resse t eot er a

ar ous con itions.

iscussion and onc usions

e ae escri e t eresults of an empirical e al
uation of a set of a ar analysis tec niques. e eral
conclusions follow from our results.

irst, t ese tec niques can e applie to real sys
tems. e were a le to uil a mo el of a comple
system an to apply completeness criteria an for
war an ac war a ar analysistec niquestot at
mo el. e aes ownt att esetec niques wor on
moret an erysmall, researc papere amples. nt e
process of emonstratin t is, we o taine a itional
insi t into t e analysis process, w ic we will use to
impro et e tec niques in t e future.

econ , t e tec niques were a le to fin real er
rors in t e specification. ain, we note t is oes not
imply anyt in a out t e quality of t e spec
ifications. e pro ect e elopin t e wui ance sys
tem is a researc pro ect, an we were mo elin early

esi ns for t e system. e emp asis in t is
pro ect as not een on ettin complete specifica
tions, ut rat er in e aminin ways to re uce mo es
an ence mo e confusionin i t mana ement com
puters. owe er, t e errors or omissions we foun
are typical of t ose foun in real system specifications
an esi ns,inclu in errorst at a e een foun to

a e contri ute to acci ents in t e past. ur oal
was to etermine w et er our tec niques coul fin
important errors in real systems, an t ey i

e also o0 not want to o erstate t e results. e
process of carefully re iewin any specification or at
temptin to un erstan a system specification well
enou tomo elitisli ely tounco er errors, no mat
ter w at tec niques are use e cannot etermine

ow e ecti e our tec niques are, especially wit re
spect to alternati es, wit out more careful compar
isons an per aps controlle e periments.

ir , we foun t at t e arious a ar analysis
tec niques pro i e uswit i erentan complemen



tary types of information. ile c ec in t e com

pleteness criteria manually, we foun some potentially
important omissions in t e system specification. n
t e automate forwar analyses, we etecte some
initial states an e entst at coul lea to a ar ous
system states. nt e ac war analyses, we starte

wit  a ar ous states an con itions an i entifie

se eral possi le pat slea in tot ose aar s. 1l
t ese types of analysis were useful. e ac war

analyses force us to t in a out potential a ar s
of t e system an e amine t eir causes. e forwar

analyses force ustot in a out potential failures an

e amine t eir e ects. o et ert e analyses pro i e

us wit a more complete safety analysis t an any of
t em alone pro i e

ome of t e analysis tec niques support ot er ones.
or e ample, in t e fault tree analysis, ta in a step
ac from an initial confi uration pro i es a set of pos
si le pre ious states. y performin a forwar simu
lation from eac of t ese states, we were a le to prune
away t ose statest at cannot really prece et e initial
confi uration. imilarly, ot forwar an ac war
simulation assiste int ec ec in of someof t e com
pleteness criteria.

ourt ,t e esi n oft e mo elin lan ua e can
support or in er t e analysis process. e isco
ere anum er of important errorsint e ocu
ments simply y constructin t e state mac ine spec
ification. e cre itt isresult tot e type of t in in
an analysis require w en constructin t is type of
mo el.

n a ition, we elie e t is particular representa
tion facilitate t e analysis process t e specification
pro i e astructuret at supporte t e i erent tec
niques. or e ample, t e or ani ation of t e mo el
pro i e an or erly way to e amine t e specification
for completeness an consistency errors. Iso, t e
state a straction an or ani ation facilitate t e fault
tree analysis: a in transitions etween states an
t econ itionsun er w ic t ose transitions are ta en
locate to et er ma es tracin t e e ents ac war s
t rou t e specification simple. n ot t e ac son

art specification an t e pseu o co e, t is infor
mation is isperse t rou out,ma in t e ac war
tracin of e ents an con itions i cult. or e am
ple, often t e con itions for a particular state ¢ an e
int e pseu 0co e are urie wit in t e con itions
of a roup of neste statements an
function calls. racin t ese ac coul e i cult

an we note, was i cult an error prone ac trac
in t rou function calls an neste
statements is ow we constructe t e mo el initially .

n a ition, t e fact t at a su tle typo rap ical
error in one specification lan ua e translates to an
0o ious omission in anot er lan ua e su ests t at
analysts can e pro i e wit specification lan ua es
t at focus t eir attention on t e places w ere we a e
foun t aterrorsareli elyto ema e. e same can
pro a ly esai of analysis t e form of t e analysis
results will most li ely a ect t e a ility of analysts to
interpret t em wit respect to t eir own application
e pertise an nowle e.

conclusiont at mi t e rawn ereist att e
esi n of a mo elin or specification lan ua e s oul
re ect t e type of analyses to e performe on it,
i.e., an un erstan in of t e type of analyses esire
s oul prece e lan ua e esi n. n a ition, many
if not most errors will e foun wurin e pert re iew
rat ert an y automate tools,sorea a ility an or
ani ation of t e specification toen ancet e a ility of
t e e pert to fin errors are also important consi er
ations in specification lan ua e esi n. ur mo elin
lan ua e isc an in an e ol in aswelearn

more a out t e mo elin an analysis process.

inally, we foun t at usin t e a ar analysis
tec niques requires application e pertise, an  ence
t ey are pro a ly est applie y application e perts.
enwe e ant is pro ect,noneofus a anye pe

rience wit ui ance systems. n a ition, t e main
analyst o0 u no was new to t e area of software
safety an a no prior e perience wit t e tec

niques. It ou we foun t at t e tec niques were
easy to learn, applyin t em successfully epen e on
an un erstan in of t e application omain. en
uil in t e mo el require a etaile un erstan
in of t e p ysics of t e plane s motion.  oreo er,
translatin from t e esi ner s notation into
require an un erstan in of en ineerin notation not
commonly use in computer science.

et er application e perts can use our mo elin

an analysistec niquesan will fin t em useful, ow
e er,isyet to e etermine e a eascertaine t e
feasi ility of performin an inte rate safety analysis
an t e utility of suc an analysis. ur ne t step is
to etermine w et er ot erscan uset etec niques to
perform an analysis. en we can e in to etermine
w at tools we nee to e elop to support analysts.

ur fin in s sofar su estt att e most e ecti e
safety analysis tools will assist rat ert an replacet e
analyst. e s oul t erefore focus on wuil in tools
t at au ment uman a ilities rat er t an attemptin
to ot e analysis completely wit tools alone. ore
ample, ecause ot t e ac war an forwar analy
sis tec niques require searc in t rou a lar e space,



tools to elp t e analyst prune t at space an na i
ate t rou it coul e elpful. on ersely, e pert
nowle e of t e application allows t e analyst to se

lect t e most plausi le searc pat s an to eliminate
imme iately scenarios t at are p ysically or lo ically
impossi lein t e system ein analy e . e opeto
aea ui ance system e pert apply our tec
niques an tools to compare t e results o taine in
terms of num er an type of pro lems foun . part
ners ip etween application, safety, an tool e perts
will most li ely turn out to et e most e ecti e way
to pro uce useful results.

e plan to stu y furt er t e w ole issue of tool

esi n. or e ample, t e type of support t at auto
mate toolsan tec niquess oul pro i ewill epen

on an un erstan in of t e co niti e eman soft e

particular analysis tec niquesan anun erstan in of
ow automation can e use to lessent ose eman s.
tu yin t e process of owe pertslearnan uset e

analysis tec niques s oul elp us ain some of t is
un erstan in , as well as usin results of researc in

ot er fiel ssuc asco niti e psyc olo yan co niti e

en ineerin .

e also plan to e ten t e mo elin an analysis
tec niques to inclu e ways to mo el t e uman oper
ator an to pro i e tec niques for uman error anal
yses. s computers a e ecome more sop isticate
an t eirrolein process control asc an e from sim
ply an interface to t e process to an autonomous con
troller, a lar e num er of acci ents in safety critical
systems a e een lame on uman error. e
nee to un erstan w y t ese errors occur an = Ow
we can pre ent t em. o elin t e operator an an
aly in t e entire system automate controller and
operator for potential a ar scan elpusreac t is

oal.

Acno d nts
ewoul li etot an arlie ynes at
mes for all is elp an for proi in t e
ui ance system specifications.
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A ndi
cation

uidanc st ci

e specifie t e control e a ior of t e ui ance
system usin a parallel state mac ine mo el. e
mo elin lan ua e is essentially , W ic we
pre iously e elope to specify an aircraft collision
a oi ance system, alt ou t elan ua eis e ol in
as we ain more e perience in mo elin real systems
an etermine w at is require an esira le to uil
un erstan a le an analy a le mo els.

nour mo elin lan ua e, components are mo ele

y parallel state mac ines. ac state mac ineis com
pose of states connecte y transitions. ransitions
are tri ere y input or y internal e ents an are
only ta en w en t eir uar in con ition is true.
tri ere transition pro uces an output or an internal
e ent, w ic can in turn tri er transitions in ot er
state mac ines.

n a ition to t e rap ical specification of eac
state mac ine, t e mo el efines t e uar
in con itions on a transition usin a lo ic ta le

ta le. 1iure s ows an e ample. e
far left column of t e ta le lists t e lo ical
p rases. ac of t e ot er columns is a con unction
of t ose p rases an containst elo ical aluesoft e
e pressions. e ta le e aluates to true if one of its
columns is true. column e aluates to true if all of
its elements are true. ot enotes ont care.

ssownin iure ,t e ui ance system can

e mo ele usin t ree parallel state mac ines: t e

, w ic mo elst e pilots se
lections on t € o0 e ontrol anel t e ,
w ic mo elst estate of t e isplays an t e
,w ic mo elst e software lo ic.

o ro er e issues comman s to
control t e lateral an  ertical motion of t e plane.
e particular comman issue is epen ent on t e
current oft e ui ancesystem,w ic
in icates w et er t e ui ance system is in fully au
tomatic mo e or ointly pilot an computer con
trolle mo e, t e current ,t e
,an t e controller s mo el of t e state
of t e aircraft.
or space reasons, we escri e only t e
state mac ine of t e , w ic is
use to specify t e con itions for issuin i t com
man st at control t e ertical motion of t e aircraft
i ure
e ui ance system as four i eel o es:

:en a e tominimi e time urin

alan in ,
:en ae to minimi e fuel urin

alan in ,
:en a e w enalan in is

misse , an

:enae wennoot er ertical i
le el mo eis acti e.

ese mo es control t e aircraft ia te

: capturean ol a particular altitu e,
an

trac an capture t e li eslope,
w ic is a line t rou space relati e to t e

roun

e ac ie et eir oals yin
teractin wit t e , Wic can e
initiate only y t e ui ance system t at is, t e
pilot cannot irectly instruct t e wui ance system
to enter one of t ese mo es . et ree ui ance
system initiate mo es are , ,an

e appropriate ertical operational mo e is e
termine usin inputs from t e en ironment suc as
t e eference li t at a lean input fromt e
sensors as well as t e aircraft mo el see i ure

e ircraft o elinclu esprocess state information,
suc ast e position of t e earsan  aps.

ode o ro e e
,w ic mo elspilot inputstot e ui ance sys
tem, is compose of four parallel state mac ines t at
mo el t e control, lateral an  ertical mo e uttons
t at t e pilot selects on t e ,an ot er input

ata. ain for space reasons, we escri e only t e
ertical mo e selections.
erearesi uttonsont e t att epilot can

select to control t e ertical mo es of t e aircraft, as
escri € a o e: minimum time, minimum fuel, ta e
0o oaroun ,stan y, altitu e, an li eslope .
e first four uttons represent t e pilot selection
ofa i le el ertical mo e, w ilet e last two repre
sent selection of an interme iate ertical mo e.

s ys e final component of t e ui ance sys
tem is t e e mo el t e information on
twoof t e aircraft isplays: t e an t e rimary

li t isplay. e annunciators on t e in i
cate t e current control, lateral an  ertical mo es.

e rimary li t isplay mo els t e relations ip

etween current ata alues, suc as current altitu e,
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o o ontroller ertical o es nterme iate o e Ititu e
r er e election
od o
election Ititu e
election li eslope
li eslope osition elow li eslope
election inimum ime
election inimum uel
o i t ltitu e utton
iure : efinition of t e transition from state to state fort e state mac ine,
w ic isan wit int e oft e see i ure . e transition
can ta e place only w en t e tri er e ent election occurs an eit er t e pilot selects t e Ititu e,

inimum ime or inimum uel uttonsont e o e ontrol anel, ort e pilot selectst e li eslope utton
ont e o e ontrol anelan t e planeis elowt e li eslope. ft e transitionis ta en,t e Ititu e utton
ont e is lit.

Guidance System
. N . N R
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Control MCP Selections Control MCP Annunciations Control Modes
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Lateral MCP Selections Lateral MCP Annunciations Lateral Modes
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4 ) ( ( N
Vertical MCP Selections Vertical MCP Annunciations Vertical Modes
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MCP Inputs Primary Flight Display Aircraft Model
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iure : ta i leelofa straction, t e ui ance system mo el consists of t ree parallel state mac ines,
w ic t emsel es are compose of parallel state mac ines. e mo els t e operator s
input to t e ui ance system, w ic inclu es t e control, lateral an ertical operatin mo e selections alon
wit t e inputs suc as t e reference spee or reference altitu e. mo els t e control, lateral
an ertical mo es annunciate ont e ,an t e ata alues isplaye ont e rimary li t isplay. e

mo elst elo ict at etermines t e control, lateral an  ertical operatin mo es of t e ui ance
system. e control lo icis efine usin a mo el of t e aircraft alon wit t e controller operatin mo es.
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iure : e state mac ine of t e from 1 ure furt er etaile . t con
sists of t ree parallel state mac ines: mo elin t e i leel ertical i t control mo es
mo elin mo es t at can e initiate y eit er t e pilot or t e ui ance system an

mo elin mo est at can only e initiate yt e ui ance system.



an t eir esire alues, suc as reference altitu e.
ilots use t is information to monitor t e e a ior

of t e ui ance system urin automatic i t or to

control t e ui ance system urin manual i t.



