Completenesm Formal Specification_anguagedesign
for Process-Contrdbystems$

Nang/ Leveson
Massachusettsistituteof Technology
AeronauticandAstronauticDept.
77 Massachusettdve.
CambridgeMA 02139
617-258-0505
leveson@mit.edu

Abstract: This paperexaminestheissueof completeness
in specificationlanguagedesign. In the mid-80swe iden-
tified a setof 26 formal criteria to identify missing,incor-
rect, and ambiguousrequirementdor process-controsys-
tems. Experimentalalidationof the criteriaon NASA and
NASDA spacecrafsystemdave supportedheir usefulness
in detectingcommonlyomitted but importantinformation
and engineershave beenusingthemin checklistform on
realsystems At the sametime, we have extendecthe crite-
riaandnow have over60. This papershavs how mostof the
criteriacanbe embeddedn aformal specificationanguage
in waysthat potentiallyallow automatedheckingor assist
in manualreviews.
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1 Introduction

As partof aresearcteffort to investigatethe generalprob-
lem of providing toolsto assisin developingembeddedys-
tems,we have beenexperimentingwith formal specification
languagedesign. Our latestexperimentaltoolsetis called
SpecTRM(SpecificationTools andRequirementslethdol-
ogy),andtheformal specificationanguages SpecTRM-RL
(SpecTRM-Requirementsaanguage).

Thedesignof SpecTRM-RLis basediponlessondearned
from experimentationwith previous languagedesignfea-
tures. Our goalis to build knowledgeincrementallyabout
how to most effectively designspecificationlanguagesy
applying the following researchparadigm: (1) determine
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importantgoalsfor specificatiodanguage$rom experience
with industrial applications,(2) generatehypothesesbout
how thesegoals might be accomplishedand (3) instanti-

ate thesehypothesesn the designof a specificationlan-

guagethat we usein further experimentationto generate
moregoalsandhypotheseandbetterlanguages.

In our first attemptsat learningaboutformal specifica-
tion languagedesign,we defineda blackboxformal system
modelinglanguagecalled RSML (Requirement$StateMa-
chineLanguage)Thelanguagevasdevelopedover several
yearswhile specifyingthe systemrequirementdor a colli-
sion avoidancesystem,TCAS Il, usedon commercialpas-
sengemircraft[9]. We have takenwhatwe learnedrom our
useof RSML, particularlythe limitations of the language,
andgenerategjoalsfor SpecTRM-RLandhypotheseabout
potentialdesignfeatureghatwill supportthesegoals.

The new goalsand hypothesesoncern(1) enhancing
readabilityandreviewability, (2) eliminatingwhatwe found
to beerrorpronefeaturessuchasinternalbroadcasevents,
(3) writing pure blackbox specifications(4) designingto
allow reuseand specificationof programfamilies, and (5)
eliminatingcommonspecificatiorflaws suchasincomplete-
ness. In a previous paper we describedwvhat we learned
from our experiencesvith RSML aboutthe first four goals
andhow weappliedthesdessongo thedesignof SpecTRM-
RL [10]. This paperdescribeghe lessondearnedand our
attemptgo respondo themwith respecto thefifth goal—
providing languageshatallow andencourageompleteness
in specifications.

The next two sectionsdescribethe rationalebehindthe
goalandwhathasbeendonepreviously. Therestof the pa-
perdescribesiow we have approachethe problemof spec-
ification completeness the designof SpecTRM-RL.

2 The Completeness Problem

Accidentsandmajorlossesnvolving computersareusually
the resultof incompletenessr otherflaws in the software



requirementsnot codingerrors[7, 12]. But evenfor non-
critical systemsincompletenesappeargo be animportant
aspecbf softwarecorrectnessCognitive psychologisthave
determinedthat peopletend to ignore information during
problemsolving thatis not representedh the specification
of theproblem.In experimentsvheresomeproblemsolvers
weregivenincompleterepresentationshile otherswerenot
givenary representatioatall, thosewith no representation
did better[1, 13]. Anincompleteproblemrepresentatioac-
tually impaired performancéecauséehe subjectsdendecdto
rely on it asa comprehensie andtruthful representation—
they failedto consideimportantfactorsdeliberatelyomitted
from therepresentationfd.4].

One possibleexplanationfor theseresultsis that some
problemsolvers did worse becausehey were unavare of
importantomittedinformation. However, both novicesand
expertsfailedto useinformationleft outof thediagramswith
whichthey werepresentedgventhoughtheexpertscouldbe
expectedto be awareof this information. Fischof, who did
suchanexperimentinvolving fault treediagramsattributed
it to an“out of sight,out of mind” phenomenoff].

An applicatiorfor whichcompletenesis particularlycrit-
ical is process-controli.e., software that controlsarbitrar
ily large or enegetic physicalphenomena.Suchsoftware
is usuallyreal-timeandoftenembeddedvithin somelarger
systemsuchas a ship, aircraft, missile, spacecraftmanu-
facturingor processingplant, or transportatiorsystem. Its
role within the embeddedystemis to assistn theformula-
tion andimplementationof automatedr humandecisions
in controlling the larger system. In such process-control
systems,minor behaioral distinctionsoften have signifi-
cantconsequencedt is thereforeparticularlyimportantthat
therequirementspecificatiordistinguishthebehavior of the
desiredsoftwarefrom thatof any other undesiredorogram
that might be designed;thatis, it mustbe precise(unam-
biguous),correctwith respecto the encompassingystem
requirementsandcomplete.

Absolute completenesspf course,is a theoreticalbut
probablyunattainablgoalfor mostspecifications—thenly
truly completespecificatiorof somethingvould bethething
itself. It also may be unnecessargnd uneconomicafor
mostsituations.Thetrick is to determinewvhethera specifi-
cationis suficientlycomplete—itdifferentiatebetweerde-
siredandundesiredmplementationsvith respecto proper
tiesthatthesystendesignergandthecustomersgareabout.

Sufficient needsto be determinedthen, with respecto
the overarchingsystemrequirements.Thereis widespread
agreementhatrequirementspecificationshouldbe black-
box (whatvs. how), i.e., they shouldspecifyonly externally
obsenablebehaior andqualities leaving theimplementors
with as much freedomas possiblein makingimplementa-
tion designdecisions. But what blackboxbehaior should
be includedis a function of the overall operationalsystem
requirements—thblackboxbehaior hasto matterfrom an
engineeringviewpoint for it to be worthwhile specifying.
For safety-criticalsystemssufficient completenesmay be

definedin termsof systemsafetydesignconstraintsaswell
asrequirementsyhichmayin turn bederivedfrom ahazard
analysis.

Determiningwhethettheoperationasystenrequirements
andsafety-relatedlesignconstraintsarecompleteor correct
is asystemengineeringroblem.However, if aformalspec-
ification languagedoesnot allow specifyingall the impor-
tantbehaioral characteristic&entifiedin or implied by the
systemspecificationthenthe specificationwill, by defini-
tion, beincomplete.In addition,becausdraceabilityis the
primary way that engineersnsurethat subsystenrequire-
mentsspecificationendimplementationgrecompletewith
respecto thespecifiedsystenrequirementanddesigncon-
straintsour specificatiormethodologiesnustsupportrace-
ability.

3 Completeness Criteria and the RSM

It is oftensuggestethatsimply usinga formal specification
languagewill leadto finding flaws, particularlyincomplete-
nessin the specifications.This hypothesishasnever been
validatedexperimentally From an intuitive standpointits
truthwill dependon the featuresof the formal specification
language. The authorhasseenmary formal requirements
specificationghatomit extremelyimportantinformationfor
the developersandreviewers. Somelanguageslo not even
allow specifyingimportanttypesof software behaioral re-
guirements.

We startedinvestigatingthe problemof completenesm
requirementsn the mid-80’s after discovering how impor-
tantit was and how little aboutit was documentedn the
literature. Jafe wrote a dissertationon the topic [5]. Us-
ing this researchwe defineda setof 26 formal criteriato
identify missing,incorrect,andambiguougequirementsor
process-contraystemg6]. Engineerdhiave madethesecri-
teriainto checklistsandusedthemon a wide variety of ap-
plications, suchas radar systems the Japanesenodule of
SpaceStationFreedomandreview criteriafor FDA medi-
cal device inspectors.The feedbaclkwe have recevedfrom
industryis thatthe criteriaarevery usefulin finding impor-
tantrequirementdlaws, but that they are difficult to apply
in a checklistformat. Two goalsfor SpecTRM-RLareto
determing(1) how to enforceasmary of the constraintsas
possiblein the syntaxof the languageand (2) how to de-
signthelanguageo enhancehe ability to manuallycheck
or build tools to automaticallycheckthe specificationgor
the criteria that cannotbe enforcedby the languagedesign
itself. This paperdescribesvhatwe have accomplishedo
farwith respecto thesegoals.

Throughour researchyve have extendedthe original 26
criteriato nearly 60—mary of the recentadditionsare re-
lated to human—computeinteractionand modeconfusion.
Notethatcompletenesi engineeringpecificatiorincludes
morethansimply completeneswith respecto a mathemat-
ical theory or formal logic but alsoincludescompleteness
with respecto human(cognitive engineering)application,
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engineering,and other factors. Spacelimitations malke it
impossibleto describeall the criteria here—theinterested
readeris referredto [7, 11]. This sectiondescribeghe cri-
teriain generalandthe underlyingformal modelon which
the criteriaaredefined. The next sectiondescribeshow the
completenessriteria are embeddedvithin the SpecTRM-
RL languagedesign.

Our completenessriteria were definedto be applica-
ble to arny behaioral requirementspecification. We also
wantedto relatethe criteriato generalprocess-controton-
cepts. To accomplistithesegoals,we defineda generalbe-
havioral modelof thecontrolfunction,calledarequirements
statemachine(RSM) [6]. The RSM is basedon a simple
Mealy automatonwith outputson the transitionsbetween
stateswhichis alsotheunderlyingmodelfor SpecTRM-RL
(and mary otherlanguages). Transitionsare labeledwith
logicalexpressionsf theform Inputpredicaté|Outputpred-
icate anda transitionis takenif the Input predicateon that
transitionevaluategto true. If anoutputis to be produced,
the constraintson that output are expressedn the Output
predicateassociateavith thetransition.

TheRSMis verylow-levelandnotappropriateasa mod-
elinglanguagdor comple systems—SpecTRM-Ractsas
a specificationlanguagethat overlaysthe low-level formal
model. As long asthe mappingfrom SpecTRM-RLto the
RSM is unambiguousand well-defined,formal analysisis
possibleon boththe underlyingRSM formal modelaswell
asthehigherlevel SpecTRM-RLspecificationtself.

In deriving mary of ourcompletenessriteria,we mapped
the partsof the RSM automatorto the partsof a process
controlloop (seeFigurel). Usingbasicprocess-contraton-
ceptsaswell aspastaccident@ndincidentswe thendefined
semanticompletenessriteriaandheuristican termsof the
partsof thestatemaching6] usingpropertieof theprocess,
sensorandactuatorfunctions. Thesecriteriaincludeabso-

lute criteria that mustbe satisfiedby the software require-
mentsspecificationgor all suchsystemsn orderto beade-
guatelycompletefor asafety-criticakystemandalsoheuris-
tics thatwill aid in finding missingrequirementsincorrect
requirementsandambiguousequirementsvhenconsidered
within the context of the particulargoalsandconstraintof
thesystembeingdeveloped.

The RSMis definedasa seven-tuple(X, @, qo, P, P,,
v, §) where:

e ¥ is the setof inputandoutputvariables,Z andO, to
thecontrollersoftware. Completeneseriteriahereen-
surethatall sensoinputis usedby thecontroller Ad-
ditional criteria requirethat legal outputvaluesnever
producedby the computerare identified and investi-
gatedfor potentialincompleteness.

e () isthefinite setof statesof thecontrollerC andg is
the initial stateof C. Completenessriteria defined
on @ and go primarily ensurethat startupand shut-
down behaior is completelyand correctly specified.
Most accidentsoccur during startupor shutdavn or
during transitionsfrom normalto non-normalopera-
tion andbetweervariousoperatingnodes particularly
off-nominalmodes.

e P, is the setof Booleanfunctionsover X; they repre-
sentpredicate®n the valuesandtiming of the inputs
(Z) from the sensorsThesepredicatesrecalledtrig-
ger predicatedbecausehey trigger a statechangein
the RSM. Criteria here ensurethe completedescrip-
tion and handlingof inputsincluding essentialvalue
andtiming assumptiongndrobustnessn the system
implementation.A robust systemwill detectandre-
spondappropriatelyto violationsof assumptionabout
the systemervironment(suchas unexpectedinputs).
Rolustnessvith respecto a state-machinéescription
impliesthefollowing:

1. Every statemusthave a behaior (transition)de-
finedfor every possiblenput.

2. Thelogical or of the conditionson every transi-
tion out of ary statemustform atautology

3. Every statemusthave a software behaior (tran-
sition) definedin casethereis noinputfor agiven
periodof time (atimeout).

Thus,the softwaremustbe preparedo respondn real
time to all possibleinputsandinput sequences—there
mustbe no obsenableeventsthatleave the programs
behaior indeterminate. Thesecriteria are the most
closelyrelatedto the mathematicatompletenessf-
ten checled by formal methodsools (for example,in
SCR[4] andRSML [3]).

Although theserobustnesscriterion ensurethat there
is always one transitionthat can be taken out of ev-
ery state,they do not guarantedhat all assumptions



abouttheervironmenthave beenspecifiedor thatthere
is a definedresponsdor all possibleinput conditions
the ervironmentcanproduce.Many of theseassump-
tions and conditionsare applicationdependente.g.,

theconditionsunderwhich reversethrustershouldbe

fired), but someareessentiafor all systemssomeof

our othercriteriaensurethe inclusionof this essential
information. Timing and load assumptiongre espe-
cially critical here, andthey areoftenleft outof or left

incompletein requirementspecifications.

e P, is the setof Booleanfunctionsover X; they rep-
resentpredicateson the outputs(O) of the controller
software. Criteria ensurethe completespecification
of valueandtiming requirementdgor outputsinclud-
ing somespecialrequirementgor the specificationof
ervironmentalcapacity dataage,andlateng.

e v is the triggerto-outputrelationshipmappingfrom
Q@ x P, to P,. Thatis, v(g,p) givesthe predicate
describingthe output O to the actuatorgo be gener
atedwhenthetransitionwith input predicatep is taken
out of stateq. Criteriahererelatenot to input or out-
put predicatesalonebut to their relationship. These
includerequirementsn mostprocess-contradystems
for gracefuldegradationandfor usingfeedbackinfor-
mation.

¢ § is the statetransitionfunction mapping@ x P; to
Q. Thatis, §(q,p) whereq € @ andp € P, defines
the next statewhenthe softwareis in stateq andtakes
the transitionhaving p asthe input predicate. Com-
pletenesswvith respectto the statetransitionfunction
involvespropertief the pathshetweerstatesandthe
predicatesequencedescribinghesepaths.Few abso-
lute criteriacanbe identifiedaswith the otherpartsof
theRSM; mostof thecriteriaareapplication-dependent.
However, generalpropertiesor heuristicscanbeiden-
tified that, togethemwith application-specifignforma-
tion, canbe usedto guidethe analysisprocess.These
include propertiesassociatedvith basicreachability
recurrenpr cyclic behaior, reversiblebehaior, reach-
ability of safestatespreemptionof transactionspath
robustnessand generalanalysisof consisteng with
requiredsystem-lgel constraints.

In additionthe RSM hasthefollowing properties:

e Predicatesn P, and P, areexpressedisingthe stan-
dardBooleanoperatorandordinaryarithmeticopera-
tors. The expressionX 1 representsninput or output
occurrencef X . Thisexpressiorevaluatego truethe
momentinput X arrivesat the black-boxboundaryor
output X is producedand presentedat the black-box
boundary Thevalueof avariableX is denotedy(X).

e Whenaninput I arrivesatthe softwareboundaryi.e.
an I1 eventhasoccurred,it is denotedas; or sim-
ply I. The previous occurrenceof the sameinput is

denotedl;_; andsoforth. The orderingof outputsis
expressedn the samemanner Notethatthefirst vari-
ableI arriving attheblack-boxboundaryis referrecto
asl;.

¢ A clock anda functiongiving the absolutetime of an
event are neededto expresstiming. The expression
t(I 1) denotesthe time when I arrives at the black-
box boundary The clock is startedwhenthe system
recevesthesignalto startupj.e. t(Sut) = 0.

4 Intent Specifications, SpecTRM-RL, and Com-
pleteness

A greatdealmoreis requiredin a completespecification
thanis (or probablycanbe)includedin formal specification
languagesMuch of thisinformationis mosteffectively con-
veyedinformally anyway. For example,apersorcompletely
unfamiliar with TCAS could not pick up our specification
andunderstandhow TCAS works. This generalproblemof
specificatiorcompleteness termsof necessargontentand
structurehasbeentackledin our researclon Intent Speci-
fications, a five-level structurebasedon intent abstraction.
Intentspecificationaredescribecelsavhere[8]. In thispa-
per, we includeonly unpublishedesultson the formal part
(Level 3) of anIntentSpecification.

Thelevelsandpartsof a completesystemintent Specifi-
cationarelinkedtogethemith pointers.As statedearlier to
be a practicalrequirementspecificationanguagethe lan-
guagemustincludetraceability Intentspecificationgnclude
both forward and backward traceabilityfrom high-level re-
guirementgo codeandvice versa.ln addition,unlike most
specificationlanguagesintent specificationgnclude trace-
ability to andfrom the hazardanalysissothatreviewerscan
verify thatsafety-criticakonstraintareenforcedn thesoft-
wareandchangesn the codecanbeidentifiedandanalyzed
asto their potentialeffect on safety

Thedesignof SpecTRM-RLis greatlyinfluencedoy our
desireto provideacombinedspecificatiorandmodelinglan-
guage Systenspecificationgparticularlyrequirementspec-
ifications) needto be reviewed and usedby peoplewith a
large variety of backgroundsind expertise,most of whom
arenot computerscientistor trainedin formal logic or dis-
cretemathandmay not evenbe engineers.Therefore,it is
notpracticalto usemostformal modelinglanguageasspec-
ification languages. In addition, industrial projectsrarely
have theresourceso provide a separatenodelingeffort for
thespecificationandthecontinualchangegommonto most
softwaredevelopmentprojectswill requirefrequentupdates
to ensurehattheformal modelis consistentvith thecurrent
requirementsindsystemdesign.

SpecTRM-RLwasdesignedo satisfybothobjectives:to
beeasilyreadableenougho seneaspartof theofficial spec-
ification of theblackboxbehaioral requirementand,atthe
sametime, to have an underlyingformal modelthatcanbe
executedandsubjectedo mathematicahnalysis. To assist



in readability we usegraphicaltakular, symbolic,andstruc-
tural notationswherewe have found eachmostappropriate
for thetype of informationbeingspecified.Decisionsabout
how things are specifiedwere basedon the researcHiter-
atureon visualization,feedbackfrom usersof RSML and
SpecTRM-RL,our own attemptsto build specificationgor
real systemausingthelanguageandobsenation of the no-
tationsengineersisefor specifyingtheseproperties.

The SpecTRM-RLnotationis drivenby theintendeduse
of the languageo definea blackboxfunction from outputs
to inputs. SpecTRM-RLhasa greatly simplified graphical
representatiorfcomparedto RSML or Statecharts)which
is madepossiblebecauseve eliminatedthe typesof state
machinecompleity necessarfor specifyingcomponentle-
sign but not necessaryo specify the input/outputfunction

computedn apureblackboxrequirementspecificationSome

featuresarealsotheresultof wantingto remainascloseas
possibleto theway engineergirav anddefinecontrolloops.

Figure2 shavsthefour maincomponentsf aSpecTRM-
RL specification{1) aspecificatiorof thesupervisorynodes
of thecontrollerbeingmodeled(2) aspecificatiorof its con-
trol modes(3) amodelof the controlledprocesgor plantin
control theoryterminology)thatincludesthe inferredoper
ating modesand systemstate (theseare inferred from the
measurednputs),and (4) a specificationof the inputsand
outputsto the controller The graphicalnotationmimicsthe
typical engineeringirawing of a controlloop.

Every automatedccontroller hasat leasttwo interfaces:
onewith the supervisor(sjhatissuesnstructionsto the au-
tomatedcontroller(the supervisoryinterface)and onewith
eachcontrolledsystemcomponentcontrolledsysteminter-
face). The supervisoryinterfaceis shavn to the left of the
maincontrollermodelwhile theinterfacewith thecontrolled
components to shovn theright.

The supervisonyinterfaceconsistsof a modelof the op-
eratorcontrolsandamodelof thedisplaysor othermeansof
communicatiorby which the componentelaysinformation
to the supervisor Notethattheinterfacemodelsare simply
thelogicalview thatthecontrollerhasof theinterfaces—the
real stateof the interfacemay be inconsistentwith the as-
sumedstatedueto varioustypesof designflaws or failures.
By separatinghe assumednterfacefrom therealinterface,
we areableto modelandanalyzeheeffectsof varioustypes
of errorsandfailures(e.g.,communicatiorerrorsor display
hardwarefailures). In addition,separatinghe physicalde-
sign of the interfacefrom the logical design(requiredcon-
tent) will facilitatechangesandallow paralleldevelopment
of the software and the interfacedesign. During develop-
ment,mockupsof thephysicalscreeror interfacedesigncan
be generatecindtestedusingthe outputof the SpecTRM-
RL simulator

The bottomleft quadraniof Figure2 providesinforma-
tionabouttheoperatingnodedor thecontrolleritself. These
are not internal statesof the controller (which are not in-
cludedin our specificationsput simply represenexternally
visible behaior aboutthe controller's modesof operation

(describedurtherbelow).

Theright half of the controllermodelrepresentiferred
informationaboutthe operatingnodesandstatesf thecon-
trolled system(the plant in control theoryterminology). A
simple plant model may include only a few relevant state
variables. If the controlledprocessor componenis com-
plex, themodelof thecontrolledprocessnayberepresented
in termsof its operationaimodesandthe statesof its sub-
componentsln ahierarchicakontrolsystemthe controlled
procesamay itself be a controller of anotherprocess. For
example,the flight managemensystemmay be controlled
by a pilot andmayissuecommandgo a flight controlcom-
puter, which issuescommandgo an enginecontroller If,
duringthedesignprocesscomponentshatalreadyexist are
used,thenthoseplug-in componenmodelscanbeinserted
into the SpecTRM-RLprocessnodel. Partsof a SpecTRM-
RL modelcanbe reusedor changedo representifferent
memberf aproductfamily.

Figure3 shavsthegraphicapartof aSpecTRM-RLspec-
ification of a simple altitude switch. The specificationis
basedon an unpublishedspecificationof analtitude switch
by Steve Miller at RockwellCollins. This switchturnson a
Device of Interest(DOI) whentheaircraftdescendghrough
athresholdaltitude.

In SpecTRM-RL statevaluesin squareboxesin theright
sideof thediagramrepreseninferredvaluesusedn thecon-
trol of the computationof the blackboxI/O function. Such
variablesare necessarilyiscretein valué', andthuscanbe
representedsa statevariablewith a finite numberof pos-
siblevalues.In practice suchstatevariablesalmostalways
have only afew relevantvalueg(e.g.,altitudebelow athresh-
old, altitudeat or above a threshold cannot-be-determined,
andunknawn). Valuesfor statevariablesin the plantmodel
arerequiredin SpecTRM-RLto includeanunknowrvalue.
The meaningand purposeof the unknavn statevalue are
describedelow.

In thealtitudeswitchexample,definingthe controlalgo-
rithm requiresusinginformation aboutthe aircraft altitude
level with respecto a giventhresholdtheinferredstatusof
the DOI, andthevalidity of the altimeterinformationbeing
providedaswell asthemeasuredariablesandvariouscon-
stantsdefinedelsavherein the specification.

Thepossiblevaluesfor a statevariableareshavn with a
line connectinghe boxes. Theline simply denoteghatthe
valuesaredisjoint, thatis, thevariablemayassumenly one
valueatatime. A smallarrow pointingat abox denoteshe
default (startup)value for the statevariableor mode. For
example,the DOI-Statuscan have the valuesOn, Off, Un-
known andFault-Detected Thedefault valueis Unknown

Thealtitudeswitch hastwo controlinputs(shovn on ar-
rows to the left of the Componentiagram): a resetsignal
thathasthe valuetrue or falseandaninhibit buttonthatin-
hibits operationof the altitude switch. The inhibit button

LIf they arenotdiscretethenthey arenotusedn thecontrolof thefunctioncompu-
tationbut in the computationitself andcansimply berepresenteth the specification
by arithmeticexpressionsnvolving inputvariables.
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caneitherbein the on or off position. The only displayin
thealtitudeswitchexampleis afaultindicatorlampthatcan
alsoeitherbe on or off, but its contentis controlledthrough
the watchdogtimer and not directly by the altitude switch.
Thereis only one supervisorynode—cockpitcontrolled—
which is shavn in the upperleft quadranbf the component
model.

Inputsrepresentinghe stateof the plant (monitoredor
measuredrariables)are shavn with arrows pointing to the
controller For the altitude switch, thesevariablesprovide
the currentstatus(on or off) of the device of interest(DOI)
thatthe altitude switch turnson andinputsaboutthe status
andvalueof threealtimeterson the aircraft(oneanalogand
two digital) that provide informationto the altitude switch
aboutthe currentmeasurediltitude of the aircraft as well
asthe statusof thatinformation(i.e., normaloperation test
data,no computeddataprovided,or failed),

The outputcommandsre denotedby outward pointing
arrons. In the example,they includea signalto poweron
the device (DOI) anda strobeto a watchdogtimer so that
properactioncanbe taken (by anothersystemcomponent)
if the altitudeswitchfails. The outputsin this exampleare
simple“high” signalson awire or line to thedevice.

Notethattheinternaldesignof the altitudeswitchis not
includedin themodel. The altitudeswitch operatingnodes
are externally visible (and mustbe known for the pilot to
understandts operation)andthe aircraft modelis usedto
describeheexternallyvisible behaior of thealtitudeswitch
in termsof the processeingcontrolled(andnotin termsof
its own internal datastructuresand algorithms). Thusthe
specificatioris blackbox.

Becausef the simplicity of thealtitudeswitchexample,

thereareafew featuref SpecTRM-RLthatarenotneeded
or arenotwell illustrated.Almostall of the missingfeatures
involve theability to specifymodes Modesareabstractions
onstatesandarenot necessarfor definingblackboxbeha-
ior. They areuseful,however, in understandingr explain-
ing the behaior of comple systems. While someformal
specificationlanguagesisethe term “mode” asa synorym
for state(all modesarestatesandvice versa) SpecTRM-RL
usesthe morelimited definition of modecommonin engi-
neering,i.e., asa statevariablethat playsa particularrole
in the statemachine.In this usagemodespartitionthe state
spaceinto disjoints setsof states. For example, the state
machinemaybein normaloperationamodeor in a mainte-
nancemode.Our definitionwaschoserto assisin reviewa-
bility of the specificationby domainexpertsandin formal
analysisof specificationgor particularpropertiesommonly
involvedin operatomodeconfusion11]. SpecTRM-RLal-
lows specifyingseveraltypesof modes:supervisorymodes,
controlmodesgcontrolled-systenoperatingnodes anddis-
play modes.

Supervisorymodesare useful when a componentmay
have multiple supervisoratary time. For example,aflight
controlcomputetin anaircraftmaygetinputsfrom theflight
managementomputerandalsodirectly from the pilot. Re-
quiredbehaior maydiffer dependingpn which supervisory
modeis currentlyin effect. Mode-avarenes®rrorsrelated
to confusionin coordinationbetweenmultiple supervisors
can be defined(and the potentialfor sucherrorstheoreti-
cally identifiedfrom the models)in termsof thesesupervi-
sorymodes.

Contol Modescontrol the behaior of the controllerit-
self. Modernavionics systemanay have dozensof modes.
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Controlmodesmaybeusedin theinterpretatiorof thecom-
ponents interfacesor to describethe componens required
process-controbehaior. In the altitude switch, two types
of controlmodesare usefulin specifyingthe blackboxbe-
havior: (1) whetherthe switchis in thestartup opemational,

andinternal-fault-detectednode(thelatterwill resultin the
faultindicatorlight beinglit in the cockpitandcessatiorof

activity until theresetbuttonis pushedand(2) whetherthe
operationof the altitudeswitchis partially inhibited or not.
Thesetwo setsof modescannotbe combinedn this caseas
they arenotdisjoint. In fact,in my original specificatiorof

thealtitudeswitch,| did combinethemandthenfoundaflaw

in thatspecificatiorthroughthe useof ourcompletenessri-

teriaanddiscoveredthey neededo beseparated.

A third type of mode,contmwlled-systenor plantoperat-
ing modes,canbe usedto specifysetsof relatedbehaiors
of the controlled-systenfplantymodel. They areusedto in-
dicateits operationabtatus.For example,it may be helpful
to definethe operationaktateof anaircraftin termsof it be-
ing in takeoff, climb, cruise,descentpr landingmode.Such
operatingnodesarenot neededo definethebehaior of the
altitudeswitchandthusarenotincludedin the example.

In systemswith complex displays(suchas Air Traffic
Controlsystems)it mayalsobeusefulto definevariousdis-
play modes

The SpecTRM-RLIanguages composedf the graph-
ical notationalongwith specificationdor outputmessages
or commandsiodesandinferredstatevariablesjnput and
outputvariables,macros,andfunctions. The graphicalno-
tationhasbeendescribed Eachof the otherfeatureds now
describedvith emphasi®nhow their specificatiorrelateso
our completenessriteria.

4.1 Output Message Specification

Everything startsfrom outputsin SpecTRM-RL.By start-
ing from the output specification,the specificationreader
candeterminewhat inputstrigger that outputandthe rela-
tionshipbetweertheinputsandoutputs.This relationshigds
themostcritical in understandingndreviewing a systenre-
guirementspecificationandthereforesalieny of thisinfor-
mationcanassistin thesetasks. Otherstate-machinspec-
ification languagessuchas RSML and Statechartsgo not
explicitly shaw this relationship,althoughit canbe deter
mined,with someeffort, by examiningthe specification.

The generalform of anoutputspecificationis shavn in
Figure4. Thefollowing informationcanandshouldbein-
cluded: destination of the output; acceptable values; tim-
ing behavior including ary initiation delay or completion
deadlinealongwith ary requiredexception-handlindpeha-
ior if the deadlinescannotbe met, outputload and capac-
ity limitations, etc.; feedback information abouthow the
controllerwill determinethatthe outputcommanchasbeen
successfullymplementedsee‘Outputto TriggerEventRe-
lationships”in Chapterl5 of Safavare); andthe identity of
ary otheroutputcommandshatrever se this output.

} Output Command }

Name

Destination:
Acceptable Values:
Units:
Granularity:
Exception Handling:
Hazardous Values:

Timing Behavior:
Initiation Delay:
Completion Deadline:
Output Capacity Assumptions:
Load:
Min time between outputs:
Max time between outputs:
Hazardous timing behavior:
Exception-Handling:
Feedback Information:
Variables:
Values:
Relationship:
Min. time (latency):
Max. time:
Exception Handling:
Reversed By:
Comments:
References: 4 \

DEFINITION

Figure4: The GeneraFormatof an OutputSpecification



In mary systemsit is importantto indicatea maximum
time in which the outputcommandemainseffective before
it is executed.After this time, the outputessentially‘'times
out” andshouldnot be executed.This dataage information
caneitherbe providedin the outputmessagéif thetimeout
isimplementedy theoutputcommandactuatorprincluded
in the reversalinformationif the controllermustissueare-
versalto undothe commands effect. Reversalinformation
is also usefulin identifying accidentallyomitted behavior
from the specificationj.e., mostoutputactionsto provide a
changen the controlledplantor supervisoryinterfacehave
complementargactionsto undothatchange Referencesare
pointersto otherlevels of the intent specificatiorrelatedto
this partof the specificatiorandareusedfor traceability

Someof thisinformationmaynotbeapplicableorimpor-
tantfor a particularsystem.However, by including a place
for it in the specificatiodanguagesyntax,the specifiermust
eitherincludeit or indicatethattheinformationis notappli-
cableor important. Theimplementorandmaintainersieed
to know thatthesebehaiors arenotimportantandwhy not
andalsoneedto know thatit wasconsideredy the original
specifiersand not simply forgotten. Lots of accidentsand
incidentsresultfrom sucha lack of consideratiorof these
factorsby designerandimplementors.

The conditionsunderwhich anoutputis triggered(sent)
canbe specifiedby a predicatdogic statemenbverthevar-
ious states,variables,and modesin the specification. In
our experiencan specifyingcomplex systemshowever, we
found that the triggering conditionsrequiredto accurately
capturethe requirementsare often extremelycomplex. We
also found propositionallogic notationdid not scalewell
to complex expressionsn termsof readabilityand error
proneness. To overcomethis problem,in RSML we de-
velopeda takular representationf disjunctive normalform
(DNF) thatwe call AND/OR table$.

Thefar-left columnof the AND/OR tablelists thelogical
phrase®of thepredicate Eachof theothercolumnsis acon-
junction of thosephrasesandcontainsthe logical valuesof
the expressionslf oneof the columnsevalutesto true, then
theentiretableevaluatedo true. A columnevaluatedo true
if all of its elementanatchthetruth valuesof theassociated
predicatesA dotor emptysquaredenotesdon’t care’.

For SpecTRM-RL we keptthe very successfuhND/OR
tablesbut madesomechanges.The tablesare now divided
into two parts: an upperpart denotingthe relevant control
modesfor thatcolumnanda lower partdescribingary ad-
ditional conditionsfor triggeringthe output. We have found
that this separatiorassistsin completenesshecking,par
ticularly whenhumansarewriting andreviewing specifica-
tions. For completenesieasonsevery outputcommandol-

2Forthosefamiliarwith otherstate-machinspecificatiodanguageshatusetables,
suchas SCR,it is usefulto notethat tablesare usedvery differently here. In such
languagesthe actualtransitionsbetweenstatesare describedn a table. We do not
dothisin SpecTRM-RL;insteadthetablesareusedsimplyto represenbnepredicate
logic statemenabouttheconditionson onetransitionarrov betweerstates Therefore
ourtablesareof muchmorelimited sizeandwe have foundthattheir usescalesup to
very largeandcomplex systemspecificationsvhile still remainingrelatively small.

umnmustincludea referenceo the control mode(s)under
which the commands sent. It is assumedhatif not speci-
fied, thenthe outputcannotoccurin thatmode.

For the altitude switch DOI-PowerOn outputin the ex-
ampleshown in Figure 5, the commandis triggered(sent)
whenall thefollowing conditionsaretrue: thealtitudeswitch
is in the operationahndnot-inhibitedmodesthe DOI is not
on, the altitudeis below the threshold,andthe previousal-
titude was at or above the threshold(the requirementgor
the altitude switch saythatif the switchis turnedoff while
the aircraftis below the thresholdaltitude, the DOI is not
poweredon againuntil the aircraftgoesabove thethreshold
altitudeandagainpasseslown throughit). ThePrev built-in
function—afeatureof theunderlyingformal RSM model—
allowsreferringto previousvaluesof modesstatevariables,
inputs,andoutputs. Referenceso time arealsoallowedin
thespecificatiorof triggerconditions.An exampleis shavn
later

The specificatiorof constantaluesrepresentatradeof
designdecisionin mostspecificationanguages.Thereare
two choices:(1) usetheconstantalueeverywheret is refer
encedandwhenchangesremadeall theselocationsmust
be identified and updatedor (2) assignan identifier name
to the constant,usethatidentifier (insteadof the constant)
throughouthespecificationandhave thereadelook up the
currentvaluein atablesomeavhere.

If the constantvalues,suchasthe altitudethreshold are
includeddirectly in thespecification(ratherthanincludedin
atablesomavhereotherthanwhereit is used),the specifi-
cationwill beeasietto readandreview becausé¢hereviewer
will not needto continuallyflip to anotherpagewherethe
constantis definedwhenreadingthe specification.On the
otherhand,changingthe valueof the constanwvhenthere-
guirementshangecanthenbetricky anderrorprone.Using
atablesimplifiesthe updatingproblembecausehe change
needonly bemadein oneplace.

We provide a compromisesolutionto this specification
languagedesignproblemthat satisfiesboth the readability
and changabilityrequirements.The constantitself is used
throughouthespecificatiorwith a subscripthatattachesin
identifierto it (for anexample,seeFigure8). The constant
identifiersaremaintainedn atablein the specificationjput
the reviewer neednot referto this table(it is only included
for corvenience) Whena constanis changedfor example,
thealtitudethresholds changedrom 2000to 2500 thetools
can automaticallysearchfor instancesn the specification
andupdatethemall.

4.2 Input Variable Definition

Our desireto enforcecompletenes#n the languageitself
(to satisfyour completenesequirementsleadsto language
featureghatallow theinclusionof information(if relevant)
aboutinputarrival rates exceptional-conditiomandling data-
agerequirementsetc. No input datais goodforever; after
somepoint in time it becomeobsoleteand shouldnot be



Output Command

DOI-Power-On

Destination: DOI
Acceptable Values: {high}
Initiation Delay: 0 milliseconds
Completion Deadline: 50 milliseconds
Exception-Handling: (What to do if cannot issue command within deadline time)
Feedback Information:
Variables: DOlI-status-signal
Values: high (on)
Relationship: Should be on if ASW sent signal to turn on
Min. time (latency): 2 seconds
Max. time: 4 seconds

Exception Handling: DOI-Status changed to Fault-Detected

Reversed By: Turned off by some other component or components. Do not know which ones.

Comments: | am assuming that if we do not know if the DOI is on, it is better to turn it on again, i.e., that
the reason for the restriction is simple hysteresis and not possible damage to the device.

This product in the family will turn on the DOE only when the aircraft descends below the
threshold altitude. Only this page needs to change for a product in the family that is
triggered by rising above the threshold.

References: 4 2.33 * 4.84

CONTENTS
= discrete signal on line PWR set to high

TRIGGERING CONDITION

Control Mode | Operational
Not Inhibited

State Values | po|_status = On

Altitude = Below-threshhold

Prev(Altitude) = At-or-above-threshold

Figure5: Exampleof anOutputSpecification



| Input Value |

DA1-Alt-Signal

Source: Digital Altimeter 1
Type: integer
Possible Values (Expected Range): -20..2500

Exception-Handling: Values below -20 are treated as -20 and values above 2500 as 2500

Units: feet AGL

Granularity: 1 foot

Arrival Rate (Load): one per second average
Min-Time-Between-Inputs: 100 milliseconds
Max-Time-Between-Inputs: none

Obsolescence: 2 seconds
Exception-Handling:

Description:

Comments:

References: 12.11 V4.2

Appears in: Altitude

DEFINITION

= FIELD (Altitude in DA1-Message)

‘ Receive DA1-Message FROM Digital-altimeter-1

= PREV (DA1-Alt-Signal)

Receive DA1-Message FROM Digital-altimeter-1

Time > Time (DA1-Message arrived) + 2 seconds

= Obsolete

Receive DA1-Message FROM Digital-Altimeter-1

Time > Time (DA1-Message arrived) + 2 seconds

Powerup

Figure6: Exampleof anInput Specification



| State Value |

\
Altitude

Obsolescence:

2 seconds

Exception-Handling: Because the altitude-status-signals change to obsolete after 2 seconds,

Description:

Comments:
References:
Appears in:

altitude will change to Unknown if all input signals are lost for 2 seconds.

When at least one altimeter reports an altitude below the threshold, then the aircraft is
assumed to be below the threshold. M.lz.l

b212 Va10
DOI-Power-On
DEFINITION
= Unknown
Startup (T
Controls.Reset =T l

Analog-ALT = Unknown
Dig1-Alt = Unknown
Dig2-Alt = Unknown

EIEIET

The altitude is assumed to be unknown at startup, when the pilot issues
areset command, and when no recent input has come from any altimeter.

= Below-threshold

Analog-Valid-and-Below
Dig1-Valid-and-Below
Dig2-Valid-and-Below

At least one altimeter reports a valid altitude below the threshold..

= At-or-above-threshold

Analog-VaIid-and-Abovem
Digl-VaIid-and-Abovem
DigZ-VaIid-and-Abovem

At least one altimeter reports a valid altitude above the threshold and none below.

= Cannot-be-determined

Analog-Alt = Invalid
Dig1-Alt = Invalid
Dig2-Alt = Invalid

No valid data is received from any altimeter (all report test or failed status).

Figure7: Exampleof anInferredStateVariableSpecification



used. We provide a specialvalue, obsolete that an input
variableassumes specifiedtime after the last valueis re-
ceivedfor thatvariable.

In theexampleshavn in Figure6, thespecificatiorstates
that the value comesfrom the altitude field in the DA1-
messag@andis assighedvhenamessagarrives.If nomes-
sagehasarrivedin the past2 secondsthe previousvalueis
used.If thelastmessagarrivedmorethan2 seconddefore,
thedatais considereabsolete Theinputvariablealsostarts
with the obsoletgundefinedyalueuponpowerup.Because
of the similarity of the form of mostinput definitions,we
may simplify the notationin thefuture.

Whenthecontrollerhasmultiplesupervisorynodesthese
mustbe specifiedto denotewhich inputsshouldbe usedat
ary time. The altitude switch example,however, doesnot
have this property

4.3 State Variable Definition

Statevariablevaluesare inferred from the valuesof input
variablesor from otherstatevariablevalues.Figure7 shovs
a partialexampleof a statevariabledescriptionfor the alti-
tudeswitch.

As statedearlier SpecTRM-RLrequiresall statevari-
ablesthat describethe processstateto includean unknown
value. This valueis the default value uponstartupor upon
specificmodetransitiongfor example aftertemporaryshut-
down of thecomputer) Thisfeatures usedto ensureconsis-
tengy betweernthe computemodelof the processstateand
the real processstateupon startupor after leaving control
modeswhereprocessingf inputshasbeeninterrupted.By
making Unknownthe default statevalue and by assuming
the unknownvalueuponchangingto a controlmodewhere
normalinputprocessings interruptedfor example,amain-
tenancemode), the use of an unknownstatevalue forces
resynchronizatioof the modelwith the outsideworld after
an interruptionin processingnputs. Many accidentshave
beencausedby the assumptiorthat the processstatedoes
not changewhile the computeris idle or by incorrectas-
sumptionsabouttheinitial valueof statevariableson startup
or restart.

If a model of a supervisorydisplay is includedin the
specificationunknownis usedfor statevariablesin the su-
pervisorydisplaymodelonly if the stateof the displaycan
changendependentlpf the software. Otherwise suchvari-
ablesmust specify an initial value (e.g., blank, zero, etc.)
thatshouldbe sentwhenthe computeiis restarted.

4.4 Macros and Functions

Macrosaresimply namedpiecesof AND/OR tablesthatcan
be referencedrom within anothertable. For example,the
macroin Figure8 is usedin the definition of the statevari-
ablealtitude in the altitude switch example. Its useis not
necessaryut simplifiesthespecificatiorof altitudeandthus
malkesit easiertto understanavhile alsosimplifying making

—
Digl-Valid-and-Below

Macro |

Description:

Comments:

References: /P2.5.1 ¢4,3, 4.8.2
Appears in: Altitude

DEFINITION

Digl-Alt = Valid
DAL-Alt-Signal < 2000, __

Figure8: Exampleof a Macro Specification

changesindenhancingspecificatiorreuse.Macros,for the
mostpart, correspondo typical abstractionsisedby appli-

cationexpertsin describingthe requirementandtherefore
addto theunderstandabilitpf thespecificationIn addition,
we have found this featurecorvenientfor expressinghier-

archicalabstractiorand enhancinghierarchicalreview and
understandin@f the specification.For very comple« mod-
els (e.g.,a flight managemensystem),we have found that
macrosarealmostrequiredfor humango beableto handle
thecompleity involvedin constructinghe specification.

Ratherthan including complex mathematicafunctions
directly in the transitiontables,functionsmay be specified
separatelyandreferencedn thetables.

The macrosand functions,aswell as otherfeaturesof
SpecTRM-RL hotonly helpstructurea modelfor readabil-
ity, they also help organizemodelsto enablespecification
reuse. Conditionscommonlyusedin the applicationdo-
maincanbe capturedn macrosandcommonfunctionscan
be capturedn reusablgunctions. Naturally, to accomplish
reuse carehasto be takenwhencreatingthe original model
to determinavhatpartsarelik ely to changeandto modular
ize thesepartssothatsubstitutionscanbe easilymade.

5 Conclusions and Future Work

This paperhasexaminedthe issueof completenes for-
mal specificatiolanguagelesignby shaving how suchlan-
guagexanbedesignedo includenecessarinformationfor
completenesandcorrectnesandto enforcecompleteness
criteriathatareassociateavith safetyand preventingacci-
dents.A few of our completenessriteria, primarily involv-
ing heuristiccriteriaon statesequences;annotbe enforced
throughlanguagesyntaxand semanticsalone,but mostof
theseextracriteriaareeasilychecledthroughhumanreview
or by theuseof relatively simpleautomatedools.

For example,we definepathrebustnessn termsof soft
and hardfailure modes[7]. A soft failure modeis onein



which the loss of the ability to receve a particularinput |

couldinhibit the softwarefrom providing an outputwith a
particularvaluewhile a hard failure modeinvolvesthe loss
of the ability to receve aninput | thatwill preventthe soft-
ware from producingthat outputvalue. One of our com-
pletenesgriteriarelatedto safetyis that:

Softandhard failure modesshouldbe eliminated
for all hazad-reducingoutputs.Hazad-increasing
outputsshould have both soft and hard failure
modes

Soft andhardfailure modescanbe identifiedby simply
looking atthe SpecTRM-RLmodelitself anddo notrequire
searchinghe entirereachablestatespace. Propertiesana-
lyzabledirectly onthe metalanguagor describinghestate
space(suchas SpecTRM-RL)will usuallyinvolve simpler
tools thanthoseinvolved in searchingreachabilitygraphs.
The designof the specificationlanguageobviously can af-
fect how easyto useand efficient theseanalysistools can
be.

SpecTRM-RLis an experimentaltool. As such, it is
changingaswe gainexperiencewith thelanguageandeval-
uatevarioushypothesesbouthow languagedesigncanbe
usedto enforcecompletenesgswell asotherresearcty-
potheses)We arecurrentlyusingit to specifyreal systems,
thelargestandmostcomplex beingtheverticalflight control
systemfor the MD-11 aircraftandthe control software for
anautonomouselicopter We aretakingwhatwe learnfrom
theseempirical evaluationsand evolving the languagede-
signto generatenorehypotheseandlanguagealesigngoals.
In thisway, we hopeto advancethe stateof knowledgeabout
how to designsuchlanguages.

We are also developingnew specificationlanguagede-
signcriteriaandanalysigoolsto expandthe typesof speci-
ficationflaws anderrorswe candetector prevent. For exam-
ple, modeconfusionis animportantnew problemin high-
tech aircraft and other systemswhere computersand hu-
mansshareresponsibilityfor control. Our work on mode-
confusionanalysis(e.qg.,[11]) will feedbackinto the goals
for specificatiorlanguagedesignresearch.
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