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This paperexaminestheissueof completeness

in specificationlanguagedesign. In the mid-80swe iden-
tified a setof 26 formal criteria to identify missing,incor-
rect, andambiguousrequirementsfor process-controlsys-
tems.Experimentalvalidationof thecriteriaon NASA and
NASDA spacecraftsystemshave supportedtheir usefulness
in detectingcommonlyomitted but important information
and engineershave beenusing them in checklist form on
realsystems.At thesametime,we have extendedthecrite-
ria andnow haveover60. Thispapershowshow mostof the
criteriacanbeembeddedin a formal specificationlanguage
in waysthatpotentiallyallow automatedcheckingor assist
in manualreviews.
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As partof a researcheffort to investigatethe generalprob-
lemof providing toolsto assistin developingembeddedsys-
tems,wehavebeenexperimentingwith formalspecification
languagedesign. Our latestexperimentaltoolsetis called
SpecTRM(SpecificationToolsandRequirementsMethdol-
ogy),andtheformalspecificationlanguageis SpecTRM-RL
(SpecTRM-RequirementsLanguage).

Thedesignof SpecTRM-RLisbaseduponlessonslearned
from experimentationwith previous languagedesignfea-
tures. Our goal is to build knowledgeincrementallyabout
how to most effectively designspecificationlanguagesby
applying the following researchparadigm: (1) determine(
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importantgoalsfor specificationlanguagesfrom experience
with industrialapplications,(2) generatehypothesesabout
how thesegoalsmight be accomplished,and (3) instanti-
ate thesehypothesesin the designof a specificationlan-
guagethat we use in further experimentationto generate
moregoalsandhypothesesandbetterlanguages.

In our first attemptsat learningaboutformal specifica-
tion languagedesign,we defineda blackboxformal system
modelinglanguagecalledRSML (RequirementsStateMa-
chineLanguage).Thelanguagewasdevelopedover several
yearswhile specifyingthe systemrequirementsfor a colli-
sion avoidancesystem,TCAS II, usedon commercialpas-
sengeraircraft[9]. Wehavetakenwhatwe learnedfrom our
useof RSML, particularly the limitations of the language,
andgeneratedgoalsfor SpecTRM-RLandhypothesesabout
potentialdesignfeaturesthatwill supportthesegoals.

The new goals and hypothesesconcern(1) enhancing
readabilityandreviewability, (2) eliminatingwhatwefound
to beerrorpronefeatures,suchasinternalbroadcastevents,
(3) writing pure blackboxspecifications,(4) designingto
allow reuseandspecificationof programfamilies,and (5)
eliminatingcommonspecificationflawssuchasincomplete-
ness. In a previous paper, we describedwhat we learned
from our experienceswith RSML aboutthefirst four goals
andhow weappliedtheselessonsto thedesignof SpecTRM-
RL [10]. This paperdescribesthe lessonslearnedandour
attemptsto respondto themwith respectto thefifth goal—
providing languagesthatallow andencouragecompleteness
in specifications.

The next two sectionsdescribethe rationalebehindthe
goalandwhathasbeendonepreviously. Therestof thepa-
perdescribeshow wehaveapproachedtheproblemof spec-
ificationcompletenessin thedesignof SpecTRM-RL.
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Accidentsandmajorlossesinvolving computersareusually
the resultof incompletenessor otherflaws in the software



requirements,not codingerrors[7, 12]. But even for non-
critical systems,incompletenessappearsto beanimportant
aspectof softwarecorrectness.Cognitivepsychologistshave
determinedthat peopletend to ignore information during
problemsolving that is not representedin the specification
of theproblem.In experimentswheresomeproblemsolvers
weregivenincompleterepresentationswhile otherswerenot
givenany representationat all, thosewith no representation
did better[1, 13]. An incompleteproblemrepresentationac-
tually impairedperformancebecausethesubjectstendedto
rely on it asa comprehensive andtruthful representation—
they failedto considerimportantfactorsdeliberatelyomitted
from therepresentations[14].

Onepossibleexplanationfor theseresultsis that some
problemsolvers did worsebecausethey were unaware of
importantomittedinformation. However, bothnovicesand
expertsfailedtouseinformationleft outof thediagramswith
whichthey werepresented,eventhoughtheexpertscouldbe
expectedto beawareof this information.Fischoff, who did
suchanexperimentinvolving fault treediagrams,attributed
it to an“out of sight,outof mind” phenomenon[1].

An applicationfor whichcompletenessisparticularlycrit-
ical is process-control,i.e., software that controlsarbitrar-
ily large or energetic physicalphenomena.Suchsoftware
is usuallyreal-timeandoftenembeddedwithin somelarger
systemsuchas a ship, aircraft, missile, spacecraft,manu-
facturingor processingplant, or transportationsystem. Its
role within theembeddedsystemis to assistin theformula-
tion andimplementationof automatedor humandecisions
in controlling the larger system. In such process-control
systems,minor behavioral distinctionsoften have signifi-
cantconsequences.It is thereforeparticularlyimportantthat
therequirementsspecificationdistinguishthebehavior of the
desiredsoftwarefrom thatof any other, undesiredprogram
that might be designed;that is, it mustbe precise(unam-
biguous),correctwith respectto the encompassingsystem
requirements,andcomplete.

Absolute completeness,of course,is a theoreticalbut
probablyunattainablegoalfor mostspecifications—theonly
truly completespecificationof somethingwouldbethething
itself. It also may be unnecessaryand uneconomicalfor
mostsituations.Thetrick is to determinewhethera specifi-
cationis sufficientlycomplete—itdifferentiatesbetweende-
siredandundesiredimplementationswith respectto proper-
tiesthatthesystemdesigners(andthecustomers)careabout.

Sufficient needsto be determined,then,with respectto
the overarchingsystemrequirements.Thereis widespread
agreementthatrequirementsspecificationsshouldbeblack-
box (whatvs. how), i.e., they shouldspecifyonly externally
observablebehavior andqualities,leaving theimplementors
with asmuch freedomaspossiblein making implementa-
tion designdecisions.But what blackboxbehavior should
be includedis a function of the overall operationalsystem
requirements—theblackboxbehavior hasto matterfrom an
engineeringviewpoint for it to be worthwhile specifying.
For safety-criticalsystems,sufficient completenessmaybe

definedin termsof systemsafetydesignconstraintsaswell
asrequirements,whichmayin turnbederivedfrom ahazard
analysis.

Determiningwhethertheoperationalsystemrequirements
andsafety-relateddesignconstraintsarecompleteor correct
is asystemengineeringproblem.However, if a formalspec-
ification languagedoesnot allow specifyingall the impor-
tantbehavioral characteristicsidentifiedin or impliedby the
systemspecification,thenthe specificationwill, by defini-
tion, be incomplete.In addition,becausetraceabilityis the
primary way that engineersensurethat subsystemrequire-
mentsspecificationsandimplementationsarecompletewith
respectto thespecifiedsystemrequirementsanddesigncon-
straints,ourspecificationmethodologiesmustsupporttrace-
ability.
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It is oftensuggestedthatsimplyusinga formalspecification
languagewill leadto findingflaws,particularlyincomplete-
nessin the specifications.This hypothesishasnever been
validatedexperimentally. From an intuitive standpoint,its
truth will dependon thefeaturesof theformal specification
language.The authorhasseenmany formal requirements
specificationsthatomit extremelyimportantinformationfor
thedevelopersandreviewers. Somelanguagesdo not even
allow specifyingimportanttypesof softwarebehavioral re-
quirements.

We startedinvestigatingtheproblemof completenessin
requirementsin the mid-80’s after discoveringhow impor-
tant it was and how little aboutit was documentedin the
literature. Jaffe wrote a dissertationon the topic [5]. Us-
ing this research,we defineda setof 26 formal criteria to
identify missing,incorrect,andambiguousrequirementsfor
process-controlsystems[6]. Engineershavemadethesecri-
teria into checklistsandusedthemon a wide varietyof ap-
plications,suchas radarsystems,the Japanesemoduleof
SpaceStationFreedom,andreview criteria for FDA medi-
cal device inspectors.Thefeedbackwe have receivedfrom
industryis that thecriteriaarevery usefulin finding impor-
tant requirementsflaws, but that they aredifficult to apply
in a checklistformat. Two goalsfor SpecTRM-RLare to
determine(1) how to enforceasmany of theconstraintsas
possiblein the syntaxof the language,and(2) how to de-
sign the languageto enhancethe ability to manuallycheck
or build tools to automaticallycheckthe specificationsfor
the criteria that cannotbe enforcedby the languagedesign
itself. This paperdescribeswhatwe have accomplishedso
farwith respectto thesegoals.

Throughour research,we have extendedtheoriginal 26
criteria to nearly60—many of the recentadditionsarere-
lated to human–computerinteractionandmodeconfusion.
Notethatcompletenessin engineeringspecificationincludes
morethansimplycompletenesswith respectto a mathemat-
ical theoryor formal logic but also includescompleteness
with respectto human(cognitive engineering),application,
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engineering,and other factors. Spacelimitations make it
impossibleto describeall the criteria here—theinterested
readeris referredto [7, 11]. This sectiondescribesthe cri-
teria in generalandthe underlyingformal modelon which
thecriteriaaredefined.Thenext sectiondescribeshow the
completenesscriteria are embeddedwithin the SpecTRM-
RL languagedesign.

Our completenesscriteria were definedto be applica-
ble to any behavioral requirementsspecification. We also
wantedto relatethecriteria to generalprocess-controlcon-
cepts.To accomplishthesegoals,we defineda generalbe-
havioral modelof thecontrolfunction,calledarequirements
statemachine(RSM) [6]. The RSM is basedon a simple
Mealy automatonwith outputson the transitionsbetween
states,whichis alsotheunderlyingmodelfor SpecTRM-RL
(and many other languages).Transitionsare labeledwith
logicalexpressionsof theform InputpredicateG Outputpred-
icate, anda transitionis takenif the Input predicateon that
transitionevaluatesto true. If anoutputis to beproduced,
the constraintson that output are expressedin the Output
predicateassociatedwith thetransition.

TheRSMis verylow-levelandnotappropriateasamod-
eling languagefor complex systems—SpecTRM-RLactsas
a specificationlanguagethat overlaysthe low-level formal
model. As long asthe mappingfrom SpecTRM-RLto the
RSM is unambiguousand well-defined,formal analysisis
possibleon boththeunderlyingRSM formal modelaswell
asthehigher-level SpecTRM-RLspecificationitself.

In derivingmany of ourcompletenesscriteria,wemapped
the partsof the RSM automatonto the partsof a process
controlloop(seeFigure1). Usingbasicprocess-controlcon-
ceptsaswell aspastaccidentsandincidents,wethendefined
semanticcompletenesscriteriaandheuristicsin termsof the
partsof thestatemachine[6] usingpropertiesof theprocess,
sensor, andactuatorfunctions.Thesecriteria includeabso-

lute criteria that mustbe satisfiedby the softwarerequire-
mentsspecificationsfor all suchsystemsin orderto beade-
quatelycompletefor asafety-criticalsystemandalsoheuris-
tics that will aid in finding missingrequirements,incorrect
requirements,andambiguousrequirementswhenconsidered
within thecontext of theparticulargoalsandconstraintsof
thesystembeingdeveloped.

TheRSM is definedasa seven-tuple( H , I , J	K , LNM , L8O ,P , Q ) where:

R H is thesetof input andoutputvariables,S and T , to
thecontrollersoftware.Completenesscriteriahereen-
surethatall sensorinput is usedby thecontroller. Ad-
ditional criteria requirethat legal outputvaluesnever
producedby the computerare identifiedand investi-
gatedfor potentialincompleteness.

R I is thefinite setof statesof thecontroller U and J	K is
the initial stateof U . Completenesscriteria defined
on I and JVK primarily ensurethat startupand shut-
down behavior is completelyandcorrectlyspecified.
Most accidentsoccur during startupor shutdown or
during transitionsfrom normal to non-normalopera-
tion andbetweenvariousoperatingmodes,particularly
off-nominalmodes.

R L M is thesetof Booleanfunctionsover H ; they repre-
sentpredicateson thevaluesandtiming of the inputs
(S ) from thesensors.Thesepredicatesarecalledtrig-
ger predicatesbecausethey trigger a statechangein
the RSM. Criteria hereensurethe completedescrip-
tion and handlingof inputs including essentialvalue
andtiming assumptionsandrobustnessin the system
implementation.A robust systemwill detectandre-
spondappropriatelyto violationsof assumptionsabout
the systemenvironment(suchasunexpectedinputs).
Robustnesswith respectto astate-machinedescription
impliesthefollowing:

1. Every statemusthave a behavior (transition)de-
finedfor everypossibleinput.

2. The logical OR of theconditionson every transi-
tion outof any statemustform atautology.

3. Every statemusthave a softwarebehavior (tran-
sition)definedin casethereis noinputfor agiven
periodof time(a timeout).

Thus,thesoftwaremustbepreparedto respondin real
time to all possibleinputsandinput sequences—there
mustbeno observableeventsthat leave theprogram’s
behavior indeterminate. Thesecriteria are the most
closely relatedto the mathematicalcompletenessof-
tencheckedby formal methodstools (for example,in
SCR[4] andRSML [3]).

Although theserobustnesscriterion ensurethat there
is always one transitionthat can be taken out of ev-
ery state,they do not guaranteethat all assumptions



abouttheenvironmenthavebeenspecifiedor thatthere
is a definedresponsefor all possibleinput conditions
theenvironmentcanproduce.Many of theseassump-
tions and conditionsare applicationdependent(e.g.,
theconditionsunderwhich reversethrustersshouldbe
fired), but someareessentialfor all systems;someof
our othercriteriaensuretheinclusionof this essential
information. Timing and load assumptionsareespe-
cially critical here,andthey areoftenleft outof or left
incompletein requirementsspecifications.

R L O is the set of Booleanfunctionsover H ; they rep-
resentpredicateson the outputs( T ) of the controller
software. Criteria ensurethe completespecification
of valueand timing requirementsfor outputsinclud-
ing somespecialrequirementsfor thespecificationof
environmentalcapacity, dataage,andlatency.

RWP is the trigger-to-outputrelationshipmappingfrom
IYXZL[M to L8O . That is, P@\ J�]_^#` gives the predicate
describingthe output T to the actuatorsto be gener-
atedwhenthetransitionwith inputpredicatê is taken
out of stateJ . Criteriahererelatenot to input or out-
put predicatesalonebut to their relationship. These
includerequirementsin mostprocess-controlsystems
for gracefuldegradationandfor usingfeedbackinfor-
mation.

R Q is the statetransitionfunction mapping IaXbL[M to
I . That is, Q \ J�]_^#` where JdceI and ^fcZLNM defines
thenext statewhenthesoftwareis in stateJ andtakes
the transitionhaving ^ as the input predicate. Com-
pletenesswith respectto the statetransitionfunction
involvespropertiesof thepathsbetweenstatesandthe
predicatesequencesdescribingthesepaths.Few abso-
lute criteriacanbeidentifiedaswith theotherpartsof
theRSM;mostof thecriteriaareapplication-dependent.
However, generalpropertiesor heuristicscanbeiden-
tified that, togetherwith application-specificinforma-
tion, canbeusedto guidetheanalysisprocess.These
include propertiesassociatedwith basicreachability,
recurrentorcyclic behavior, reversiblebehavior, reach-
ability of safestates,preemptionof transactions,path
robustness,and generalanalysisof consistency with
requiredsystem-level constraints.

In additiontheRSM hasthefollowing properties:

R Predicatesin L[M and LgO areexpressedusingthestan-
dardBooleanoperatorsandordinaryarithmeticopera-
tors. Theexpressionhji representsaninput or output
occurrenceof h . Thisexpressionevaluatesto true the
momentinput h arrivesat theblack-boxboundaryor
output h is producedandpresentedat the black-box
boundary. Thevalueof a variableh is denotedk \ hd` .

R Whenan input l arrivesat thesoftwareboundary, i.e.
an l[i event hasoccurred,it is denotedas lnm or sim-
ply l . The previous occurrenceof the sameinput is

denotedl m	oqp andsoforth. Theorderingof outputsis
expressedin thesamemanner. Notethatthefirst vari-
able l arriving at theblack-boxboundaryis referredto
as l p .

R A clock anda functiongiving theabsolutetime of an
event are neededto expresstiming. The expressionr \ lsi�` denotesthe time when l arrives at the black-
box boundary. The clock is startedwhenthe system
receivesthesignalto startup,i.e.

r \_t8u i�`@vew .
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A greatdeal more is requiredin a completespecification
thanis (or probablycanbe)includedin formalspecification
languages.Muchof this informationis mosteffectivelycon-
veyedinformallyanyway. For example,apersoncompletely
unfamiliar with TCAS could not pick up our specification
andunderstandhow TCAS works. This generalproblemof
specificationcompletenessin termsof necessarycontentand
structurehasbeentackledin our researchon Intent Speci-
fications,a five-level structurebasedon intent abstraction.
Intentspecificationsaredescribedelsewhere[8]. In this pa-
per, we includeonly unpublishedresultson the formal part
(Level 3) of anIntentSpecification.

Thelevelsandpartsof acompletesystemIntentSpecifi-
cationarelinkedtogetherwith pointers.As statedearlier, to
be a practicalrequirementsspecificationlanguage,the lan-
guagemustincludetraceability. Intentspecificationsinclude
both forwardandbackward traceabilityfrom high-level re-
quirementsto codeandvice versa.In addition,unlike most
specificationlanguages,intent specificationsincludetrace-
ability to andfrom thehazardanalysissothatreviewerscan
verify thatsafety-criticalconstraintsareenforcedin thesoft-
wareandchangesin thecodecanbeidentifiedandanalyzed
asto theirpotentialeffectonsafety.

Thedesignof SpecTRM-RLis greatlyinfluencedby our
desiretoprovideacombinedspecificationandmodelinglan-
guage.Systemspecifications(particularlyrequirementsspec-
ifications)needto be reviewed andusedby peoplewith a
large variety of backgroundsandexpertise,mostof whom
arenot computerscientistsor trainedin formal logic or dis-
cretemathandmaynot evenbe engineers.Therefore,it is
notpracticaltousemostformalmodelinglanguagesasspec-
ification languages. In addition, industrial projectsrarely
have theresourcesto providea separatemodelingeffort for
thespecification,andthecontinualchangescommontomost
softwaredevelopmentprojectswill requirefrequentupdates
to ensurethattheformalmodelis consistentwith thecurrent
requirementsandsystemdesign.

SpecTRM-RLwasdesignedto satisfybothobjectives:to
beeasilyreadableenoughtoserveaspartof theofficial spec-
ificationof theblackboxbehavioral requirementsand,at the
sametime, to have anunderlyingformal modelthatcanbe
executedandsubjectedto mathematicalanalysis.To assist



in readability, weusegraphical,tabular, symbolic,andstruc-
tural notationswherewe have foundeachmostappropriate
for thetypeof informationbeingspecified.Decisionsabout
how things arespecifiedwerebasedon the researchliter-
atureon visualization,feedbackfrom usersof RSML and
SpecTRM-RL,our own attemptsto build specificationsfor
realsystemsusingthelanguage,andobservationof theno-
tationsengineersusefor specifyingtheseproperties.

TheSpecTRM-RLnotationis drivenby theintendeduse
of the languageto definea blackboxfunction from outputs
to inputs. SpecTRM-RLhasa greatlysimplified graphical
representation(comparedto RSML or Statecharts),which
is madepossiblebecausewe eliminatedthe typesof state
machinecomplexity necessaryfor specifyingcomponentde-
sign but not necessaryto specify the input/outputfunction
computedin apureblackboxrequirementsspecification.Some
featuresarealsotheresultof wantingto remainascloseas
possibleto thewayengineersdraw anddefinecontrolloops.

Figure2showsthefourmaincomponentsof aSpecTRM-
RL specification:(1)aspecificationof thesupervisorymodes
of thecontrollerbeingmodeled,(2)aspecificationof itscon-
trol modes(3) a modelof thecontrolledprocess(or plant in
control theoryterminology)that includesthe inferredoper-
ating modesand systemstate(theseare inferred from the
measuredinputs),and(4) a specificationof the inputsand
outputsto thecontroller. Thegraphicalnotationmimicsthe
typicalengineeringdrawing of a controlloop.

Every automatedcontroller hasat leasttwo interfaces:
onewith thesupervisor(s)that issuesinstructionsto theau-
tomatedcontroller(thesupervisoryinterface)andonewith
eachcontrolledsystemcomponent(controlledsysteminter-
face). Thesupervisoryinterfaceis shown to the left of the
maincontrollermodelwhile theinterfacewith thecontrolled
componentis to shown theright.

Thesupervisoryinterfaceconsistsof a modelof theop-
eratorcontrolsandamodelof thedisplaysor othermeansof
communicationby which thecomponentrelaysinformation
to thesupervisor. Notethat the interfacemodelsaresimply
thelogicalview thatthecontrollerhasof theinterfaces—the
real stateof the interfacemay be inconsistentwith the as-
sumedstatedueto varioustypesof designflaws or failures.
By separatingtheassumedinterfacefrom thereal interface,
weareableto modelandanalyzetheeffectsof varioustypes
of errorsandfailures(e.g.,communicationerrorsor display
hardwarefailures). In addition,separatingthephysicalde-
sign of the interfacefrom the logical design(requiredcon-
tent)will facilitatechangesandallow paralleldevelopment
of the softwareand the interfacedesign. During develop-
ment,mockupsof thephysicalscreenor interfacedesigncan
be generatedandtestedusingthe outputof the SpecTRM-
RL simulator.

The bottomleft quadrantof Figure2 providesinforma-
tionabouttheoperatingmodesfor thecontrolleritself. These
are not internal statesof the controller (which are not in-
cludedin our specifications)but simply representexternally
visible behavior aboutthe controller’s modesof operation

(describedfurtherbelow).
Theright half of thecontrollermodelrepresentsinferred

informationabouttheoperatingmodesandstatesof thecon-
trolled system(theplant in control theoryterminology). A
simple plant model may include only a few relevant state
variables. If the controlledprocessor componentis com-
plex, themodelof thecontrolledprocessmayberepresented
in termsof its operationalmodesandthe statesof its sub-
components.In ahierarchicalcontrolsystem,thecontrolled
processmay itself be a controllerof anotherprocess.For
example,the flight managementsystemmay be controlled
by a pilot andmayissuecommandsto a flight controlcom-
puter, which issuescommandsto an enginecontroller. If,
duringthedesignprocess,componentsthatalreadyexist are
used,thenthoseplug-in componentmodelscanbe inserted
into theSpecTRM-RLprocessmodel.Partsof a SpecTRM-
RL modelcanbe reusedor changedto representdifferent
membersof a productfamily.

Figure3showsthegraphicalpartof aSpecTRM-RLspec-
ification of a simple altitude switch. The specificationis
basedon anunpublishedspecificationof analtitudeswitch
by Steve Miller at RockwellCollins. This switchturnson a
Deviceof Interest(DOI) whentheaircraftdescendsthrough
a thresholdaltitude.

In SpecTRM-RL,statevaluesin squareboxesin theright
sideof thediagramrepresentinferredvaluesusedin thecon-
trol of thecomputationof theblackboxI/O function. Such
variablesarenecessarilydiscretein valuep , andthuscanbe
representedasa statevariablewith a finite numberof pos-
siblevalues.In practice,suchstatevariablesalmostalways
haveonly afew relevantvalues(e.g.,altitudebelow athresh-
old, altitudeat or above a threshold,cannot-be-determined,
andunknown). Valuesfor statevariablesin theplantmodel
arerequiredin SpecTRM-RLto includeanunknownvalue.
The meaningand purposeof the unknown statevalueare
describedbelow.

In thealtitudeswitchexample,definingthecontrolalgo-
rithm requiresusinginformationaboutthe aircraft altitude
level with respectto a giventhreshold,theinferredstatusof
theDOI, andthevalidity of thealtimeterinformationbeing
providedaswell asthemeasuredvariablesandvariouscon-
stantsdefinedelsewherein thespecification.

Thepossiblevaluesfor a statevariableareshown with a
line connectingtheboxes. The line simply denotesthat the
valuesaredisjoint,thatis, thevariablemayassumeonly one
valueat a time. A smallarrow pointingat a box denotesthe
default (startup)value for the statevariableor mode. For
example,the DOI-Statuscanhave the valuesOn, Off, Un-
known, andFault-Detected. Thedefaultvalueis Unknown.

Thealtitudeswitchhastwo controlinputs(shown on ar-
rows to the left of the Componentdiagram):a resetsignal
thathasthevaluetrue or falseandaninhibit buttonthat in-
hibits operationof the altitude switch. The inhibit button�

If they arenotdiscrete,thenthey arenotusedin thecontrolof thefunctioncompu-
tationbut in thecomputationitself andcansimply berepresentedin thespecification
by arithmeticexpressionsinvolving inputvariables.
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caneitherbe in the on or off position. The only displayin
thealtitudeswitchexampleis a fault indicatorlampthatcan
alsoeitherbeon or off, but its contentis controlledthrough
the watchdogtimer andnot directly by the altitudeswitch.
Thereis only onesupervisorymode—cockpitcontrolled—
which is shown in theupperleft quadrantof thecomponent
model.

Inputs representingthe stateof the plant (monitoredor
measuredvariables)areshown with arrows pointing to the
controller. For the altitudeswitch, thesevariablesprovide
thecurrentstatus(on or off) of thedevice of interest(DOI)
that thealtitudeswitch turnson andinputsaboutthestatus
andvalueof threealtimeterson theaircraft(oneanalogand
two digital) that provide informationto the altitudeswitch
aboutthe currentmeasuredaltitudeof the aircraft as well
asthestatusof that information(i.e., normaloperation,test
data,nocomputeddataprovided,or failed),

The outputcommandsaredenotedby outwardpointing
arrows. In the example,they includea signal to power-on
the device (DOI) anda strobe to a watchdogtimer so that
properactioncanbe taken (by anothersystemcomponent)
if thealtitudeswitch fails. Theoutputsin this exampleare
simple“high” signalsonawire or line to thedevice.

Notethattheinternaldesignof thealtitudeswitchis not
includedin themodel.Thealtitudeswitchoperatingmodes
are externally visible (andmust be known for the pilot to
understandits operation)andthe aircraft model is usedto
describetheexternallyvisiblebehavior of thealtitudeswitch
in termsof theprocessbeingcontrolled(andnot in termsof
its own internal datastructuresand algorithms). Thus the
specificationis blackbox.

Becauseof thesimplicity of thealtitudeswitchexample,

thereareafew featuresof SpecTRM-RLthatarenotneeded
or arenotwell illustrated.Almostall of themissingfeatures
involvetheability to specifymodes.Modesareabstractions
onstatesandarenotnecessaryfor definingblackboxbehav-
ior. They areuseful,however, in understandingor explain-
ing the behavior of complex systems.While someformal
specificationlanguagesusethe term “mode” asa synonym
for state(all modesarestatesandviceversa),SpecTRM-RL
usesthe morelimited definition of modecommonin engi-
neering,i.e., asa statevariablethat playsa particularrole
in thestatemachine.In this usage,modespartitionthestate
spaceinto disjoints setsof states. For example, the state
machinemaybein normaloperationalmodeor in a mainte-
nancemode.Ourdefinitionwaschosento assistin reviewa-
bility of the specificationby domainexpertsandin formal
analysisof specificationsfor particularpropertiescommonly
involvedin operatormodeconfusion[11]. SpecTRM-RLal-
lowsspecifyingseveraltypesof modes:supervisorymodes,
controlmodes,controlled-systemoperatingmodes,anddis-
playmodes.

Supervisorymodesare useful when a componentmay
have multiple supervisorsat any time. For example,a flight
controlcomputerin anaircraftmaygetinputsfrom theflight
managementcomputerandalsodirectly from thepilot. Re-
quiredbehavior maydiffer dependingonwhichsupervisory
modeis currentlyin effect. Mode-awarenesserrorsrelated
to confusionin coordinationbetweenmultiple supervisors
can be defined(and the potential for sucherrorstheoreti-
cally identifiedfrom themodels)in termsof thesesupervi-
sorymodes.

Control Modescontrol the behavior of the controllerit-
self. Modernavionicssystemsmayhave dozensof modes.
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Invalid

Unknown

Altimeter 2
Digital

(DOI)
Interest

of
Device

{High}
DOI-Power-On 

DOI-status-signal
{On, Off}

Watchdog-Strobe {High}

Inhibit {On,Off}

Reset {T,F}

Dig1-Alt

Dig2-Alt

Operational

Fault Detected

Startup

Inhibited

Not Inhibited

MODES
CONTROL

Figure3: Exampleof theGraphicalModel



Controlmodesmaybeusedin theinterpretationof thecom-
ponent’s interfacesor to describethecomponent’s required
process-controlbehavior. In the altitudeswitch, two types
of control modesareuseful in specifyingthe blackboxbe-
havior: (1) whethertheswitchis in thestartup, operational,
andinternal-fault-detectedmode(thelatterwill resultin the
fault indicatorlight beinglit in thecockpitandcessationof
activity until theresetbuttonis pushed)and(2) whetherthe
operationof thealtitudeswitch is partially inhibitedor not.
Thesetwo setsof modescannotbecombinedin thiscaseas
they arenot disjoint. In fact,in my original specificationof
thealtitudeswitch,I did combinethemandthenfoundaflaw
in thatspecificationthroughtheuseof ourcompletenesscri-
teriaanddiscoveredthey neededto beseparated.

A third typeof mode,controlled-systemor plantoperat-
ing modes,canbe usedto specifysetsof relatedbehaviors
of thecontrolled-system(plant)model.They areusedto in-
dicateits operationalstatus.For example,it maybehelpful
to definetheoperationalstateof anaircraftin termsof it be-
ing in takeoff, climb, cruise,descent,or landingmode.Such
operatingmodesarenotneededto definethebehavior of the
altitudeswitchandthusarenot includedin theexample.

In systemswith complex displays(suchas Air Traffic
Controlsystems),it mayalsobeusefulto definevariousdis-
playmodes.

The SpecTRM-RLlanguageis composedof the graph-
ical notationalongwith specificationsfor outputmessages
or commands,modesandinferredstatevariables,input and
outputvariables,macros,andfunctions. Thegraphicalno-
tationhasbeendescribed.Eachof theotherfeaturesis now
describedwith emphasisonhow theirspecificationrelatesto
ourcompletenesscriteria.
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Everythingstartsfrom outputsin SpecTRM-RL.By start-
ing from the output specification,the specificationreader
candeterminewhat inputstrigger that outputandthe rela-
tionshipbetweentheinputsandoutputs.This relationshipis
themostcritical in understandingandreviewingasystemre-
quirementsspecification,andthereforesaliency of thisinfor-
mationcanassistin thesetasks.Otherstate-machinespec-
ification languages,suchasRSML andStatecharts,do not
explicitly show this relationship,althoughit can be deter-
mined,with someeffort, by examiningthespecification.

Thegeneralform of anoutputspecificationis shown in
Figure4. The following informationcanandshouldbe in-
cluded:destination of theoutput;acceptable values; tim-
ing behavior including any initiation delayor completion
deadlinealongwith any requiredexception-handlingbehav-
ior if the deadlinescannotbe met, output load andcapac-
ity limitations, etc.; feedback information abouthow the
controllerwill determinethattheoutputcommandhasbeen
successfullyimplemented(see“Outputto TriggerEventRe-
lationships”in Chapter15 of Safeware); andtheidentity of
any otheroutputcommandsthatreverse thisoutput.

= ...

= ...

Hazardous Values:

Timing Behavior:

Initiation Delay:

Completion Deadline:

Reversed By:

Comments:

Exception Handling:

References:

Granularity:

Destination:

Load:

Min time between outputs:

Max time between outputs:

Exception-Handling:

Output Capacity Assumptions:

Hazardous timing behavior:

Feedback Information:

Variables:

Values:

Relationship:

Min. time (latency):

Max. time:

Exception Handling:

Name
Output Command

DEFINITION

Units:

Acceptable Values:

Figure4: TheGeneralFormatof anOutputSpecification



In many systems,it is importantto indicatea maximum
time in which theoutputcommandremainseffectivebefore
it is executed.After this time, theoutputessentially“times
out” andshouldnot beexecuted.Thisdataage information
caneitherbeprovidedin theoutputmessage(if thetimeout
is implementedby theoutputcommandactuator)or included
in thereversalinformationif thecontrollermustissuea re-
versalto undothecommand’s effect. Reversalinformation
is also useful in identifying accidentallyomitted behavior
from thespecification,i.e.,mostoutputactionsto providea
changein thecontrolledplantor supervisoryinterfacehave
complementaryactionsto undothatchange.References are
pointersto otherlevelsof the intentspecificationrelatedto
thispartof thespecificationandareusedfor traceability.

Someof thisinformationmaynotbeapplicableor impor-
tant for a particularsystem.However, by includinga place
for it in thespecificationlanguagesyntax,thespecifiermust
eitherincludeit or indicatethattheinformationis notappli-
cableor important.Theimplementorsandmaintainersneed
to know that thesebehaviors arenot importantandwhy not
andalsoneedto know thatit wasconsideredby theoriginal
specifiersandnot simply forgotten. Lots of accidentsand
incidentsresult from sucha lack of considerationof these
factorsby designersandimplementors.

Theconditionsunderwhich anoutputis triggered(sent)
canbespecifiedby a predicatelogic statementover thevar-
ious states,variables,and modesin the specification. In
ourexperiencein specifyingcomplex systems,however, we
found that the triggeringconditionsrequiredto accurately
capturethe requirementsareoftenextremelycomplex. We
also found propositionallogic notationdid not scalewell
to complex expressionsin termsof readabilityand error-
proneness.To overcomethis problem, in RSML we de-
velopeda tabular representationof disjunctive normalform
(DNF) thatwecall AND/OR tables� .

Thefar-left columnof theAND/OR tablelists thelogical
phrasesof thepredicate.Eachof theothercolumnsis acon-
junctionof thosephrasesandcontainsthe logical valuesof
theexpressions.If oneof thecolumnsevalutesto true, then
theentiretableevaluatesto true. A columnevaluatesto true
if all of its elementsmatchthetruthvaluesof theassociated
predicates.A dotor emptysquaredenotes“don’t care.”

For SpecTRM-RL,we keptthevery successfulAND/OR

tablesbut madesomechanges.The tablesarenow divided
into two parts: an upperpart denotingthe relevant control
modesfor that columnanda lower part describingany ad-
ditional conditionsfor triggeringtheoutput.We have found
that this separationassistsin completenesschecking,par-
ticularly whenhumansarewriting andreviewing specifica-
tions.For completenessreasons,everyoutputcommandcol-�

For thosefamiliarwith otherstate-machinespecificationlanguagesthatusetables,
suchasSCR,it is useful to notethat tablesareusedvery differently here. In such
languages,the actualtransitionsbetweenstatesaredescribedin a table. We do not
do this in SpecTRM-RL;instead,thetablesareusedsimply to representonepredicate
logic statementabouttheconditionsononetransitionarrow betweenstates.Therefore
our tablesareof muchmorelimited sizeandwehave foundthattheirusescalesup to
very largeandcomplex systemspecificationswhile still remainingrelatively small.

umnmustincludea referenceto thecontrolmode(s)under
which thecommandis sent. It is assumedthat if not speci-
fied, thentheoutputcannotoccurin thatmode.

For thealtitudeswitchDOI-Power-On outputin theex-
ampleshown in Figure5, the commandis triggered(sent)
whenall thefollowingconditionsaretrue: thealtitudeswitch
is in theoperationalandnot-inhibitedmodes,theDOI is not
on, thealtitudeis below the threshold,andthepreviousal-
titude was at or above the threshold(the requirementsfor
thealtitudeswitchsaythat if theswitch is turnedoff while
the aircraft is below the thresholdaltitude, the DOI is not
poweredon againuntil theaircraftgoesabove thethreshold
altitudeandagainpassesdown throughit). ThePrev built-in
function—afeatureof theunderlyingformalRSMmodel—
allowsreferringto previousvaluesof modes,statevariables,
inputs,andoutputs.Referencesto time arealsoallowed in
thespecificationof triggerconditions.An exampleis shown
later.

Thespecificationof constantvaluesrepresentsa tradeoff
designdecisionin mostspecificationlanguages.Thereare
two choices:(1)usetheconstantvalueeverywhereit is refer-
enced,andwhenchangesaremadeall theselocationsmust
be identified and updatedor (2) assignan identifier name
to the constant,usethat identifier (insteadof the constant)
throughoutthespecification,andhavethereaderlook upthe
currentvaluein a tablesomewhere.

If theconstantvalues,suchasthealtitudethreshold,are
includeddirectly in thespecification(ratherthanincludedin
a tablesomewhereotherthanwhereit is used),thespecifi-
cationwill beeasierto readandreview becausethereviewer
will not needto continuallyflip to anotherpagewherethe
constantis definedwhenreadingthe specification.On the
otherhand,changingthevalueof theconstantwhenthere-
quirementschangecanthenbetricky anderrorprone.Using
a tablesimplifiestheupdatingproblembecausethechange
needonly bemadein oneplace.

We provide a compromisesolutionto this specification
languagedesignproblemthat satisfiesboth the readability
andchangabilityrequirements.The constantitself is used
throughoutthespecificationwith asubscriptthatattachesan
identifier to it (for anexample,seeFigure8). Theconstant
identifiersaremaintainedin a tablein thespecification,but
the reviewer neednot refer to this table(it is only included
for convenience).Whena constantis changed,for example,
thealtitudethresholdischangedfrom2000to2500,thetools
can automaticallysearchfor instancesin the specification
andupdatethemall.

xq� ) � � 21"��,�~
���&<
���4 ������{ � & �	&<� �
Our desireto enforcecompletenessin the languageitself
(to satisfyourcompletenessrequirements)leadsto language
featuresthatallow theinclusionof information(if relevant)
aboutinputarrival rates,exceptional-conditionhandling,data-
agerequirements,etc. No input datais goodforever; after
somepoint in time it becomesobsoleteandshouldnot be



DOI-Status changed to Fault-Detected

Acceptable Values:

Initiation Delay:

Completion Deadline:

Exception-Handling:

Feedback Information:

DOIDestination:

Relationship:

Min. time (latency):

Max. time:

Exception Handling:

Reversed By:

Comments:

Variables:

Values:

Should be on if ASW sent signal to turn on

Turned off by some other component or components.  Do not know which ones.

50 milliseconds

0 milliseconds

{high}

2 seconds

4 seconds

I am assuming that if we do not know if the DOI is on, it is better to turn it on again, i.e., that 

This product in the family will turn on the DOE only when the aircraft descends below the
threshold altitude.  Only this page needs to change for a product in the family that is 
triggered by rising above the threshold.

(What to do if cannot issue command within deadline time)

the reason for the restriction is simple hysteresis and not possible damage to the device.

2.33

DOI-status-signal

References:

high (on)

4.84

T

TPrev(Altitude) = At-or-above-threshold

Altitude = Below-threshhold

State Values DOI-Status = On F

TOperational

Not Inhibited T

Control Mode

Output Command

DOI-Power-On

CONTENTS
= discrete signal on line PWR set to high

TRIGGERING CONDITION

Figure5: Exampleof anOutputSpecification



2.11

100 milliseconds

4.2

Altitude

Values below -20 are treated as -20 and values above 2500 as 2500 

Digital Altimeter 1

none

F

Input Value

DA1-Alt-Signal

Receive DA1-Message FROM Digital-Altimeter-1

Time > Time (DA1-Message arrived) + 2 seconds

Source:

T

Exception-Handling:

Units:

Granularity:

Arrival Rate (Load):

Min-Time-Between-Inputs:
Max-Time-Between-Inputs:

Obsolescence:

Exception-Handling:

Description:

Comments:

References:

Appears in:

F

integer

-20..2500

2 seconds

T

feet AGL

 1 foot

= Obsolete

one per second average

Type:

DEFINITION

T

F

= FIELD (Altitude in DA1-Message)

= PREV (DA1-Alt-Signal)

Receive DA1-Message FROM Digital-altimeter-1

Receive DA1-Message FROM Digital-altimeter-1

Time > Time (DA1-Message arrived) + 2 seconds

Possible Values (Expected Range):

Powerup

Figure6: Exampleof anInputSpecification



Dig2-Alt = Unknown

m

assumed to be below the threshold.

DOI-Power-On

4.102.12

2.12.1

m

m

m

m

m

No valid data is received from any altimeter (all report test or failed status).

Analog-ALT = Unknown

At least one altimeter reports a valid altitude below the threshold..

Dig1-Valid-and-Below

Dig1-Alt = Unknown

At least one altimeter reports a valid altitude above the threshold and none below.

a reset  command, and when no recent input has come from any altimeter.
The altitude is assumed to be unknown at startup, when the pilot issues

Because the altitude-status-signals change to obsolete after 2 seconds,

FTT

When at least one altimeter reports an altitude below the threshold, then the aircraft is

altitude will change to Unknown if all input signals are lost for 2 seconds.

State Value
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T

T

T

T

FTT T

F

F F

F F

Analog-Valid-and-Above

Dig1-Valid-and-Above

Dig2-Valid-and-Above

T

F

T

T

= Below-threshold

F

Dig2-Valid-and-Below

T

= At-or-above-threshold
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T

T

Analog-Valid-and-Below
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Altitude

DEFINITION
= Unknown

Startup T

T

T

T

T

Controls.Reset = T

= Cannot-be-determined

Analog-Alt = Invalid T

T

T

Dig1-Alt = Invalid

Dig2-Alt = Invalid

Figure7: Exampleof anInferredStateVariableSpecification



used. We provide a specialvalue, obsolete, that an input
variableassumesa specifiedtime after the last valueis re-
ceivedfor thatvariable.

In theexampleshown in Figure6, thespecificationstates
that the value comesfrom the altitude field in the DA1-
messageandis assignedwhenamessagearrives.If nomes-
sagehasarrivedin thepast2 seconds,thepreviousvalueis
used.If thelastmessagearrivedmorethan2 secondsbefore,
thedatais consideredobsolete.Theinputvariablealsostarts
with theobsolete(undefined)valueuponpowerup.Because
of the similarity of the form of most input definitions,we
maysimplify thenotationin thefuture.

Whenthecontrollerhasmultiplesupervisorymodes,these
mustbespecifiedto denotewhich inputsshouldbeusedat
any time. The altitudeswitch example,however, doesnot
have thisproperty.
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Statevariablevaluesare inferred from the valuesof input
variablesor from otherstatevariablevalues.Figure7 shows
a partialexampleof a statevariabledescriptionfor thealti-
tudeswitch.

As statedearlier, SpecTRM-RLrequiresall statevari-
ablesthatdescribetheprocessstateto includeanunknown
value. This valueis thedefault valueuponstartupor upon
specificmodetransitions(for example,aftertemporaryshut-
downof thecomputer).Thisfeatureis usedtoensureconsis-
tency betweenthecomputermodelof theprocessstateand
the real processstateupon startupor after leaving control
modeswhereprocessingof inputshasbeeninterrupted.By
makingUnknownthe default statevalueand by assuming
theunknownvalueuponchangingto a controlmodewhere
normalinputprocessingis interrupted(for example,amain-
tenancemode), the useof an unknownstatevalue forces
resynchronizationof themodelwith theoutsideworld after
an interruptionin processinginputs. Many accidentshave
beencausedby the assumptionthat the processstatedoes
not changewhile the computeris idle or by incorrectas-
sumptionsabouttheinitial valueof statevariablesonstartup
or restart.

If a model of a supervisorydisplay is included in the
specification,unknownis usedfor statevariablesin thesu-
pervisorydisplaymodelonly if thestateof thedisplaycan
changeindependentlyof thesoftware.Otherwise,suchvari-
ablesmust specify an initial value (e.g., blank, zero, etc.)
thatshouldbesentwhenthecomputeris restarted.
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Macrosaresimplynamedpiecesof AND/OR tablesthatcan
be referencedfrom within anothertable. For example,the
macroin Figure8 is usedin thedefinitionof thestatevari-
ablealtitude in the altitudeswitch example. Its useis not
necessary, but simplifiesthespecificationof altitudeandthus
makesit easierto understandwhile alsosimplifying making

T

4.3, 4.8.2

T

Altitude

2.5.1

Comments:

Appears in:

Description:

Macro

Dig1-Valid-and-Below

DEFINITION

References:

THRES
DA1-Alt-Signal < 2000

Dig1-Alt = Valid

Figure8: Exampleof a MacroSpecification

changesandenhancingspecificationreuse.Macros,for the
mostpart,correspondto typical abstractionsusedby appli-
cationexpertsin describingthe requirementsandtherefore
addto theunderstandabilityof thespecification.In addition,
we have found this featureconvenientfor expressinghier-
archicalabstractionandenhancinghierarchicalreview and
understandingof thespecification.For very complex mod-
els (e.g.,a flight managementsystem),we have found that
macrosarealmostrequiredfor humansto beableto handle
thecomplexity involvedin constructingthespecification.

Ratherthan including complex mathematicalfunctions
directly in the transitiontables,functionsmay be specified
separatelyandreferencedin thetables.

The macrosand functions,aswell as other featuresof
SpecTRM-RL,notonly helpstructurea modelfor readabil-
ity, they alsohelp organizemodelsto enablespecification
reuse. Conditionscommonlyusedin the applicationdo-
maincanbecapturedin macrosandcommonfunctionscan
becapturedin reusablefunctions.Naturally, to accomplish
reuse,carehasto betakenwhencreatingtheoriginalmodel
to determinewhatpartsarelikely to changeandto modular-
ize thesepartssothatsubstitutionscanbeeasilymade.
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This paperhasexaminedthe issueof completenessin for-
malspecificationlanguagedesignby showing how suchlan-
guagescanbedesignedto includenecessaryinformationfor
completenessandcorrectnessandto enforcecompleteness
criteria that areassociatedwith safetyandpreventingacci-
dents.A few of our completenesscriteria,primarily involv-
ing heuristiccriteriaon statesequences,cannotbeenforced
throughlanguagesyntaxandsemanticsalone,but mostof
theseextracriteriaareeasilycheckedthroughhumanreview
or by theuseof relatively simpleautomatedtools.

For example,we definepathrebustnessin termsof soft
andhard failure modes[7]. A soft failure modeis one in



which the lossof the ability to receive a particularinput I
could inhibit the softwarefrom providing an outputwith a
particularvaluewhile a hard failure modeinvolvesthe loss
of theability to receive aninput I thatwill preventthesoft-
ware from producingthat output value. Oneof our com-
pletenesscriteriarelatedto safetyis that:

Softandhard failuremodesshouldbeeliminated
for all hazard-reducingoutputs.Hazard-increasing
outputsshouldhaveboth soft and hard failure
modes.

Soft andhardfailuremodescanbe identifiedby simply
lookingat theSpecTRM-RLmodelitself anddonot require
searchingthe entirereachablestatespace.Propertiesana-
lyzabledirectlyon themetalanguagefor describingthestate
space(suchasSpecTRM-RL)will usually involve simpler
tools than thoseinvolved in searchingreachabilitygraphs.
The designof the specificationlanguageobviously canaf-
fect how easyto useandefficient theseanalysistools can
be.

SpecTRM-RLis an experimentaltool. As such, it is
changingaswegainexperiencewith thelanguageandeval-
uatevarioushypothesesabouthow languagedesigncanbe
usedto enforcecompleteness(aswell asotherresearchhy-
potheses).We arecurrentlyusingit to specifyrealsystems,
thelargestandmostcomplex beingtheverticalflight control
systemfor the MD-11 aircraft andthe control softwarefor
anautonomoushelicopter. Wearetakingwhatwelearnfrom
theseempirical evaluationsand evolving the languagede-
signto generatemorehypothesesandlanguagedesigngoals.
In thisway, wehopetoadvancethestateof knowledgeabout
how to designsuchlanguages.

We arealsodevelopingnew specificationlanguagede-
signcriteriaandanalysistoolsto expandthetypesof speci-
ficationflawsanderrorswecandetector prevent.For exam-
ple, modeconfusionis an importantnew problemin high-
tech aircraft and other systemswherecomputersand hu-
mansshareresponsibilityfor control. Our work on mode-
confusionanalysis(e.g.,[11]) will feedbackinto thegoals
for specificationlanguagedesignresearch.
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