System and Software Safety Class

Description:  This class will cover fundamental concepts and techniques in building and ensuring safety in software-intensive systems. The use of software allows unprecedented levels of complexity and introduces new types of failure modes that require updated approaches to system safety and to engineering in general. The class will include basic system safety concepts as well as specific techniques and changes to the basic concepts that are required for both system and software engineering when software is an important part of the system. The approaches will be related to current NASA standards where appropriate and to military standards where the current NASA standards are deficient.

Topics that are often not usually emphasized in software development, such as human-computer interaction, will be included. The focus for the human-computer interaction parts of the class will be on the aspects of software design that affect operator behavior, rather than on screen design or other traditional human factors topics. Too much software is designed such that operator error is almost inevitable: When the mistakes occur, however, only the operator is blamed. Many critical operator errors can be eliminated by proper system and software design.

This class is the same one taught to industry for the past 12 years and to MIT graduate students for the past 4 years. Some changes will be made, however, to relate the material to the NASA environment, to NASA standards and practices, and to include lessons learned from the Columbia accident and other recent NASA losses. Also, I’m continually learning more about this subject myself so I change the class every time I teach it. Reading assignments and exercises will be given to augment the lectures. As much as is practical using the VITS system, class discussion will be encouraged.

Logistics:  Everything you need should be on this website, http://sunnyday.mit.edu/nasa-class/ Besides the schedule and the papers you will need, I will also post the lecture notes before each class. I understand the class is being taped if you have to miss one. I will also set up an email list for the class (to send to everyone) as soon as NASA provides me with the participant names and email addresses. Feel free to send me email at leveson@mit.edu or to call me at 617-258-0505 if you have questions.

Schedule [Note: Chapter X denotes a chapter in Safeware, New-X denotes a chapter in my new

                 draft book]

Class 1:  Understanding the Problem

    Overview of the class

    System accidents

    Why is software a special problem?

    Systems theory, software, and safety

    System safety vs. reliability

    The difference between software reliability and software safety

    The role of software in previous aerospace accidents

    The systems approach: to safety: Identifying and controlling constraints

Reading: The Role of Software in Spacecraft Accidents (http://sunnyday.mit.edu/nasa-class/jsr-final.pdf )   

      Chapter 1,2 (Chapter 2 can be skimmed by software engineers), Ariane 5 accident report   

      http://sunnyday.mit.edu/nasa-class/Ariane5-report.html ),  Titan accident report 

     (http://sunnyday.mit.edu/nasa-class/titan_1999_rpt.doc (I apologize for missing figures, but I cannot 

     find a complete copy anywhere), New 4 (http://sunnyday.mit.edu/book2.pdf ). Follensbee notes

     (http://sunnyday.mit.edu/nasa-class/follensbee.html )

Class Notes: http://sunnyday.mit.edu/nasa-class/notes-class1.pdf 

Class 2:  The Overall Process and Tasks

     Overview of system safety engineering

     Other approaches to safety engineering (commercial aviation, defense systems, nuclear power)

     The software system safety process and tasks 

     Some basic terms and definitions

     Types (stages) of hazard analysis

     Hazard identification for software-intensive systems

     Translating hazards to constraints

     The Hazard (Risk) Matrix and software

   Reading: Chapters 7, 8, and 9

   Class Notes: http://sunnyday.mit.edu/nasa-class/notes-class2.pdf 

Class 3:  Hazard causal analysis and Root Cause Analysis

    System hazard analysis and subsystem hazard analysis

    Accident models

    Traditional approaches and techniques

    Fault trees and software

    Issues in ascribing causality

    A Hierarchical Model of Accidents

    Root causes of accidents

    Do operators cause most accidents?

   Traditional root cause analysis techniques

   Reading:  Chapters 3, 4, 5.1, 10.1, 13, 14, Appendix  C.4 (Bhopal), New-1, New-2, New-3

   Class Notes: http://sunnyday.mit.edu/nasa-class/notes-class3.pdf
   Assignment:  Thermal Tile Processing System Hazard Analysis (http://sunnyday.mit.edu/nasa-class/maps.pdf )

Class 4:  A New Approach to Hazard, Root Cause, and Accident Analysis

    Limitations of traditional approaches based on chain-of-events accident models

    A new accident model based on systems theory (STAMP)

    Root cause and accident analysis using STAMP

    Hazard analysis using STAMP

 Reading:  New-5, New-6, New-7, Walkerton accident  (http://sunnyday.mit.edu/nasa-class/walkerton-esd.pdf ), STPA paper (Chapter 3 only of this long report) (http://sunnyday.mit.edu/nasa-class/sbir-tech-report.doc )

  Class Notes: http://sunnyday.mit.edu/nasa-class/notes-class4.pdf 

Class 5:  Requirements Analysis

     Requirements completeness criteria

     Executable software requirements specifications

     Software requirements analysis techniques

 Reading: Chapter 15, intent specification paper (http://sunnyday.mit.edu/papers/intent-tse.pdf ),  Describing and Probing Complex System Behavior: A Graphical Approach (http://sunnyday.mit.edu/papers/bachelder-sae.doc ), Reusable Software Architectures for Aerospace Systems (http://sunnyday.mit.edu/nasa-class/components.pdf ), Use of SpecTRM in Space Applications (http://sunnyday.mit.edu/nasa-class/masa-issc01.doc )

Class Notes: Part 1 (http://sunnyday.mit.edu/nasa-class/notes-class5.pdf ); Part 2 (http://sunnyday.mit.edu/nasa-class/visualization.doc )

Class Exercise: http://sunnyday.mit.edu/nasa-class/mpl-exercise.pdf 

Class 6:  Design for Safety

     Design techniques for system and software safety ranked by cost and effectiveness

     Hazard elimination (substitution, simplification, decoupling, eliminating human errors)

     Hazard reduction (design for controllability, monitoring and software self-checks, interlocks, 

           redundancy)

     Hazard control (protection systems and fail-safe designs)

     Design modification and maintenance

    Reading: Chapter 16, Knight and Leveson (http://sunnyday.mit.edu/nasa-class/never-tse.pdf ),

       Reply to our critics (http://sunnyday.mit.edu/critics.pdf )

Class Notes: http://sunnyday.mit.edu/nasa-class/notes-class6.pdf 

Class 7:  Human-Machine Interaction and Safety

      Do humans cause most accidents?

      The role of humans operators in software-intensive systems

      The human-computer interaction design process

      Matching tasks to human characteristics

      Allocating tasks between humans and computers

      Designing to reduce human errors

      Providing information and feedback

      Alarms

      Mode confusion       

  Reading: Chapters 5, 6, 17

  Class Notes: http://sunnyday.mit.edu/nasa-class/notes-class7.pdf 

  Assignment:  Oops

Class 8:  Testing and Assurance, Operations and Maintenance

       Verification approaches and techniques

       Metrics and leading indicators

       Learning from operational experiences

       Evaluating the safety of changes

  Reading: Chapter 18, ASAP report on Leading Indicators

  Class Notes: 

Class 9:  Management and Organizational Issues (including Safety Culture)

        The “safety culture” – what is it?, how does one “fix” it?

            sociology vs. engineering views of safety culture

        Management’s role in system safety

        Communication channels (including working groups)

        The system safety organization

        Working groups        

  Reading: Chapters 11 and 12, MIL-STD-882, NSTS-22254, http://sunnyday.mit.edu/nasa-class/NASA-SW-STD-871913b-final-draft-3-29-2004.doc 

  Class Notes: http://sunnyday.mit.edu/nasa-class/notes-class8.pdf 

